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Abstract: The proliferation of fake news in online media poses a significant challenge to information credibility,
necessitating robust detection mechanisms. This study addresses the growing concern by proposing a machine learning-
based approach, aiming to discern genuine news from fabricated stories effectively. We identify the deficiencies in
existing systems, particularly their failure to adapt to the sophisticated and evolving nature of misinformation and their
limited ability to process the subtleties of deceptive content. To bridge this gap, we explore the efficacy of three
distinguished machine learning algorithms: Naive Bayes, Support Vector Machine (SVM), and Decision Trees, each with its
unique strengths in text classification. Our methodology encompasses a comprehensive feature engineering process to
capture the stylistic and semantic nuances of textual data, followed by rigorous model development and validation. We
assess model performance through an array of metrics, including accuracy, precision, recall, and F1 score, to ensure a
multifaceted evaluation of each algorithm's capabilities. The empirical analysis demonstrates that the SVM model
achieves the highest accuracy, at 36.5%, marking it as the most proficient in our comparative study. The study's significant
contribution lies in its detailed analytical approach, providing insights into the models' performance and laying the
groundwork for future advancements in the field. Our findings not only enhance the current understanding of fake news
detection but also pave the way for the development of more sophisticated and reliable detection systems. The
overarching achievement of this research is the advancement toward a more trustworthy online information ecosystem,
where the veracity of content can be ascertained with greater confidence.

Keywords: Fake News, Machine Learning, Content Verification, Information Credibility, Naive Bayes, SVM, Decision
Trees, Text Classification.

1. Introduction influencing public opinion, skewing political discourse,
. ) o and even inciting real-world consequences.
In the era of information, digital platforms have The landscape of online media is vast, encompassing

emerged as a predominant source for disseminating news  social media platforms, news websites, blogs, and forums.
to a global audience. The advent of social media and  The diversity in the type and format of content, along with
online news outlets has revolutionized the way information the velocity at which it is created and shared, adds

is consumed, making news accessible at an unprecedented  complexity to the challenge of identifying and mitigating
scale. However, this accessibility has given rise to a fake news.

critical challenge: the proliferation of fake news. The task of detecting fake news in online media is
] ) . . fraught with challenges. Firstly, the volume of data is
Fake news, defined as fabricated or misleading immense, necessitating automated methods for detection

information presented as legitimate news, has become a  (Sahoo & Gupta, 2021 [2]). Secondly, the varied nature of
pervasive issue in online media (Probierz et al.,, 2021 [1]).  misinformation, ranging from subtle biases to blatant

The phenomenon is not novel; misinformation has been  faprications, requires sophisticated analytical techniques
present throughout history. However, the ease of (Choudhary & Arora, 2021 [3]).

information dissemination through online platforms has
magnified its impact. Misinformation can spread rapidly,
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Fake news is often cleverly crafted to mimic
legitimate news, making it difficult to distinguish based on
content alone (Hakak et al., 2021 [4]). Satirical content,
which is intentionally fictitious but not malicious, further
complicates the task. Additionally, the dynamism of online
content, where information is continuously updated, poses
a challenge to static detection models.

Given the aforementioned challenges, the problem
can be formulated as follows: How can machine learning
techniques be effectively employed to detect and mitigate
the spread of fake news in online media? This involves the
development of models that can analyze textual content,
discern patterns indicative of misinformation, and classify
news articles as real or fake with high accuracy (Kaliyar et
al., 2021 [5]).

The motivations for addressing this problem are
manifold. Fake news has the potential to undermine
democratic processes, manipulate public opinion, and
incite societal discord (Seddari et al., 2022 [6]). In
situations of crisis, such as public health emergencies,
misinformation can lead to panic and hinder effective
response measures.

The credibility of legitimate news organizations is
also at stake, as the lines between fact and fiction blur.
Therefore, there is an urgent need for automated tools that
can assist in filtering out misinformation and ensuring the
integrity of news consumed by the public (Choudhury &
Acharjee, 2023 [7]).

This research contributes to the field by exploring a
machine-learning based approach to detect fake news in
online media. The key contributions are as follows:

1. Comprehensive Analysis: An extensive review
and analysis of existing methods and techniques used for
fake news detection, highlighting their strengths and
limitations

2. Feature Engineering: The identification and
extraction of relevant features from textual data, such as
stylometric features, sentiment analysis, and word
embeddings, that contribute to the effectiveness of fake
news detection

3. Model Development: The development and
evaluation of various machine learning models, including
traditional classifiers and deep learning approaches, to
discern the optimal model for fake news detection

4. Ethical Considerations: An exploration of the
ethical implications of fake news detection, addressing
concerns such as privacy, bias, and freedom of speech

5. Future-Proofing: Recommendations for
continuous monitoring, model updating, and adapting to
evolving patterns of misinformation

By addressing these aspects, this research aims to
contribute a nuanced understanding and practical solutions
to the challenge of fake news detection in online media.

The remainder of this paper, following the
introductory framework, is meticulously structured to
provide a comprehensive exploration into the realm of fake
news detection. Section 2 delves into the literature review,
presenting a comparative analysis that synthesizes various
methodologies and findings from preceding studies,
establishing a foundational understanding of the field.
Section 3 elucidates the methodology, detailing the
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intricacies of the Naive Bayes, Support Vector Machine
(SVM), and Decision Tree models, which are pivotal to the
study's experimental approach. In Section 4, we dissect the
performance metrics, presenting a rigorous examination of
the models' effectiveness through statistical precision.
Section 5 encapsulates the results and analysis, where the
theoretical models are juxtaposed with empirical data,
providing a narrative of their efficacy in detecting fake
news. Concluding the discourse, Section 6 reflects on the
findings and projects into the future, charting a course for
subsequent research efforts that build upon the
groundwork laid herein, with an emphasis on enhancing
algorithmic sophistication and addressing the dynamic
challenges posed by online misinformation.

2. Literature Review

The proliferation of fake news in online media has
driven researchers to explore various machine learning and
deep learning techniques for detection and mitigation.
Several studies have proposed different approaches to
address this issue, offering a rich landscape for
comparative analysis.

Machine Learning and Linguistic Features

Abdullah-All-Tanvir et al. (2019) [8] focused on
employing both machine learning and deep learning
algorithms to detect fake news, emphasizing the
importance of automated techniques in the current digital
age. Similarly, Kumar Jain et al. (2020) [9]proposed a
method that combines linguistic features and word vector
features, demonstrating the effectiveness of machine
learning in fake news detection.

Location-Independent Approaches

Liu (2019) [10] introduced a location-independent
approach for early fake news detection, suggesting that the
geographical context might not always be a crucial factor
in the detection process. This research is instrumental in
understanding that fake news detection can be generalized
across different regions.

Systematic Surveys and Mapping Studies

Varma et al. (2021) [11]conducted a systematic
survey on the application of deep learning and machine
learning in fake news detection, particularly during the
pre- and post-COVID-19 pandemic. Lahby et al. (2022)
[12] also presented a systematic mapping study on online
fake news detection using machine learning techniques,
providing a comprehensive overview of the landscape.

Deep Learning Approaches

Girgis et al. (2018) [13]explored the use of deep
learning algorithms in detecting fake news within online
text. Their research underscores the potential of deep
learning in capturing complex patterns and nuances in
textual data.

Benchmark Studies

Khan et al. (2021) [14] performed a benchmark study
comparing different machine learning models for online
fake news detection. Their work is crucial in understanding
the relative performance of various models and selecting
the most effective ones.
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Review of Detection Methods

Choudhary et al. (2021) [15] provided a review of
fake news detection methods using machine learning,
offering insights into the evolution of detection techniques
and underscoring the importance of continuous research in
this domain.

Framework for Detection

Siddikk et al. (2022) [16] proposed a machine
learning-based framework, termed FakeTouch, for
detecting fake news. Their approach adds to the repertoire
of frameworks designed to systematically address fake
news detection.

Propagation Path Concept

Torgheh et al. (2021) [17] introduced a novel method
for detecting fake news using deep learning based on the
concept of the propagation path. This innovative approach
adds a new dimension to the techniques used in fake news
detection.

Comparative Analysis
In a comparative study, the following aspects can be
analyzed:

e Approach: Studies vary in their
approach, ranging from traditional machine
learning (Kumar Jain et al., 2020) to deep
learning (Girgis et al., 2018) and hybrid methods
(Abdullah-All-Tanvir et al., 2019).

e Features Used: Different features are
employed for detection, such as linguistic features
(Kumar Jain et al., 2020), word vectors (Siddikk
et al.,, 2022), and propagation paths (Torgheh et
al., 2021).

e Context: Some studies focus on specific
contexts, like the COVID-19 pandemic (Varma et

al., 2021), while others aim for location-
independent solutions (Liu, 2019).
e Comparative Evaluation:

Benchmarking studies (Khan et al., 2021) are
essential for evaluating the performance of
different models.

Table 1: Comparative study Table

Liu ML N/A Locatio | Proposed an
(2019) n- early fake news
Indepen | detection
dent approach
Varma | ML & | N/A Pre- Conducted a
et al |DL and systematic
(2021) Post- survey on fake
COVID | news detection
-19
Lahby | ML N/A Online | Presented a
et al Media | systematic
(2022) mapping  study
on online fake
news detection
Girgis | DL Text Online | Explored  deep
et al Text learning
(2018) algorithms  for
fake news
detection
Khan ML N/A Online | Conducted a
et al Media benchmark study
(2021) comparing ML
models
Choud | ML N/A General | Reviewed fake
hary et news detection
al. methods  using
(2021) ML
Siddik | ML N/A General | Proposed a ML-
k et al. based
(2022) framework,
FakeTouch, for
detection
Torghe | DL Propag | General | Introduced a
h et al. ation novel method
(2021) Path based on the
propaga

Refere | Appro | Featur | Contex | Evaluation/Cont
nce ach esUsed |t ribution

Abdull | ML & | N/A General | Proposed
ah-All- | DL automated
Tanvir techniques  for
et al fake news
(2019) detection

Kumar | ML Linguis | General | Explored the
Jain et tic & combination  of
al. Word linguistic

(2020) Vectors features and

word vectors

2.1 Comparative Analysis

The literature provides a diverse range of approaches
for fake news detection. While some researchers have
focused on machine learning (ML) techniques, such as
those used by Kumar Jain et al. (2020) and Liu (2019),
others have delved into deep learning (DL) methodologies,
as seen in the works of Girgis et al. (2018) and Torgheh et
al. (2021). Some studies have also attempted to combine
both ML and DL for a more comprehensive approach, as
demonstrated by Abdullah-All-Tanvir et al. (2019) and
Varma et al. (2021).

The features used for detection also vary across the
literature. For instance, Kumar Jain et al. (2020) leveraged
linguistic and word vector features, while Torgheh et al.
(2021) introduced the concept of propagation paths for
detection. Contextually, some studies are generic, while
others focus on specific scenarios such as the COVID-19
pandemic (Varma et al., 2021) or online media (Lahby et
al., 2022). Additionally, benchmarking studies like that of
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Khan et al. (2021) are instrumental in evaluating and
comparing the performance of various models.

In conclusion, the literature presents a rich tapestry
of techniques and approaches for fake news detection, each
contributing to the ongoing development of robust and
effective solutions.

3. Methodology

3.1 Feature Engineering

The process of identifying and extracting pertinent
features from textual data is a pivotal step in enhancing the
effectiveness of fake news detection. As posited by Sahoo
& Gupta (2021) [2], the implementation of feature
engineering techniques can significantly contribute to the
precision of classifiers. This study takes inspiration from
their work and adopts a similar approach in the selection of
features. The dataset is collected from kaggle website
(https://www.kaggle.com/code/sahilmohsinshah/fake-
news-detection-using-svm)

A variety of features can be extracted from textual
data for the purpose of analysis. Firstly, stylometric
features, which refer to the unique writing style of
authors, can be instrumental in distinguishing between
legitimate and fake news articles. This includes attributes
such as sentence length, punctuation use, and vocabulary
richness.

These features can include sentence length, word
choice, frequency of punctuation marks, and grammatical
structures. By analyzing these elements, it is possible to
detect inconsistencies that may suggest the presence of
fake news. For instance, fake news articles might exhibit
different stylistic patterns compared to legitimate news
from the same source. Sahoo & Gupta (2021) [2] highlight
the significance of extracting relevant features that can act
as markers for detecting misinformation.

Secondly, sentiment analysis is employed to assess
the emotional tone of the text. By analyzing the sentiment
conveyed in the content, it is possible to gain insights into
the nature of the news item. Fake news articles might
attempt to evoke strong emotions such as fear, anger, or
surprise. By analyzing the sentiment of the text, it is
possible to identify articles that may be attempting to
manipulate readers' emotions. Sentiment analysis, as
suggested by Sahoo & Gupta (2021) [2], can be a powerful
tool in the feature engineering stage.

Lastly, word embeddings are utilized to capture the
semantic meaning of words within the context of the text.
Techniques such as Word2Vec and GloVe are
incorporated to transform words into vectors, thereby
allowing the model to understand the relationships and
associations between different words. Techniques such as
Word2Vec and GloVe can be used to convert words into
vectors. These vectors help in understanding the context
and semantic similarity between words in the text. Fake
news articles might use certain words or phrases in unusual
contexts, which can be identified using word embeddings.
The approach by Sahoo & Gupta (2021) [2] emphasizes
the importance of semantic understanding in feature
extraction.
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Figure 1: Proposed system for Fake news detection

The figure 1 for illustrating the methodology of fake
news detection. At the top of the flow, we have the "Input:
Labeled Dataset" block, representing the starting point
where labeled data is fed into the system for analysis.
Below this, the "Feature Engineering" block serves as a
pivotal stage where essential features such as Stylometric
Features, Sentiment Analysis, and Word Embeddings are
extracted. These features are crucial for the effectiveness
of the machine learning models. Each feature extraction
method branches off from the main flow, symbolizing the
parallel processes of feature extraction.

The subsequent "Model Development” block
indicates the progression to the model training phase,
where different machine learning strategies are applied.
This stage is further broken down into sub-processes,
including "Traditional Classifiers”, "Deep Learning
Approaches”, "Model Evaluation”, and "Optimal Model
Selection”, each diverging from the central flow,
highlighting the  multifaceted nature of model
development. Finally, the flow culminates in the "Output:
Predictions" block, where the trained model outputs the
predictions to determine the veracity of the news.

The visual representation is made clearer with the
use of background shading to group related processes, and
the strategic positioning of branching points ensures that
arrows neatly direct the flow from one stage to the next
without any visual clutter, thus facilitating an intuitive
understanding of the fake news detection methodology.

3.2 Model Development

Building on the foundation laid by the feature
engineering process, the study then delves into the
development and evaluation of machine learning models
for fake news detection. Drawing inspiration from the
work of Kaliyar et al. (2021) [5], this study explores a
range of machine learning models to identify the most
effective approach.

Traditional  Classifiers:  Initially,  traditional
classifiers such as Naive Bayes, Support Vector Machines
(SVM), and Decision Trees are employed. These models
serve as a baseline and are evaluated based on their ability
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to accurately classify news articles as real or fake. These
models serve as a starting point and can offer a baseline
performance. They are trained using the features extracted
in the previous step to classify articles as real or fake.

3.2.1 Naive Bayes

Naive Bayes is a probabilistic classification algorithm
based on Bayes' theorem, with an assumption of
independence between features.

The probability of a class C, given a feature vector
X = [xq, X3, ..., X, ] is calculated using Bayes' theorem:

P(%> _ P(Cik).P(ck)

P(x)
Naive Bayes Classifier:
Considering the independence
probability of observing features
X1, X3, ..., Xy, given a class Cy,

assumption, the

n
()= 1]7@)
¢/ |1 L \Ck
i=
The class €, assigned to an instance X is:
n

x.
C, = argmaxP(C). 1_[ P (—’)
g i=1 Cr

3.2.2 Support Vector Machines (SVM)

SVM is a supervised learning algorithm used for
classification and regression. It aims to find the hyperplane
that best separates the data into different classes. The SVM
algorithm seeks to maximize the margin M, which is the
distance between the decision boundary (hyperplane) and
the nearest point from either class.

max(M)
Subject to “—vlyuminn[yn (w.x,+b)|=2M,y, €
{-1,1}

The Lagrange multipliers are introduced to solve the
constrained optimization problem, leading to a dual
problem that can be solved using quadratic programming.

Algorithm(SVM)

Input: A labelled dataset
D= {(xl'yl)l (xZ'yZ)! ey (xn:yn)}

Where x; is a feature vector and y; is the
corresponding label. For binary classification, y; €
{—1,1}.

Output: The parameters of the hyperplane (w, b) that
separates the data into two classes.
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Algorithm 1 Support Vector Machines (SVM)

1: Step 1: Formulate the Problem
Minimize: }|w[?+CY 1, &
Subject to: yi(w-z;+b) >1-&and & >0

2
3
4
5 Step 2: Solve the Dual Problem

6 Maximize: Y 05— § Y0, Z;’:l aiagyiy; (@i - z;)
7. Subject to: 0< oy < Cand Yy cigi =0

8

9

: Step 3: Compute Support Vectors

10:  Support vectors: a; for which o; >0

12: Step 4: Compute w and b

n
W= )i QYT
=y, — w - &, for any support vector

16: Step 5: Make Predictions
Ypred = sig‘n(w * Tpew T b)

3.2.3 Decision Trees
Decision Trees are a type of supervised learning
algorithm used for classification and regression. The goal
is to create a model that predicts the value of a target
variable by learning simple decision rules from the data
features.

Entropy:
Entropy, a measure of impurity or disorder, is given
by:

H(D) = - > piloga(@)
i=1

Information Gain:

The decision tree algorithm selects the feature that
provides the maximum information gain for a split.
Information gain is calculated as:

InfoGain(D, f) = H(D) — z %H(Dv)

Where D,, is the subset of D for a particular value v of
featuref.
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Y
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Figure 2: Flowchart for SVM-Based Fake News
Classification
The flowchart provides a visual representation of the
steps involved in classifying online content as 'fake news'
or ‘authentic news' using a Support Vector Machine (SVM)
algorithm. The process begins at the 'Start' node and
proceeds as follows:

1. Formulate Primal Problem: The first
step is to create a primal optimization problem
based on the labeled data. This involves defining
the objective function and constraints that the
SVM will use to find the optimal hyperplane for
classification.

2. Transform to Dual Problem: Due to
the computational complexity of solving the
primal problem directly, it is transformed into its
dual form. This transformation allows the
problem to be solved more efficiently and paves
the way for the use of kernel functions to handle
non-linear separability.

3. Solve the Dual Problem: With the dual
problem formulated, the next step is to solve it,
typically using a quadratic programming solver.
The solution to this problem gives us the
Lagrange multipliers, which are crucial for
identifying the support vectors.

4. ldentify Support Vectors: Support
vectors are the data points that lie closest to the
decision boundary and are pivotal in defining the
hyperplane. They are identified as those points for
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which the corresponding Lagrange multipliers are
greater than zero.

5. Compute @ and b: The weight vector o
and bias term b are calculated using the support
vectors. These parameters define the optimal
hyperplane that separates the classes in the feature
space.

6. New Data?: This is a decision point
where the algorithm checks if there is new data to
classify. If there is no new data, the process
moves to outputting the class, and the algorithm
stops.

7. Classify Data: If new data is present, the
SVM uses the computed hyperplane to classify it
as 'fake news' or ‘authentic news'. After
classification, the algorithm can loop back to step
5 to wait for more data or proceed to stop if there
is no more data to process.

8. Output Class: The final step involves
outputting the classification result. The data is
labeled according to the side of the hyperplane on
which it falls.

9. Stop: The process ends once all
available data have been classified.

4,
Evaluation:

Performance Metrics and

This section presents a comprehensive overview of
performance metrics used to evaluate machine learning
models, particularly those employed in the detection of
fake news. These metrics are pivotal in assessing the
effectiveness, reliability, and accuracy of predictive
models, providing insights into their strengths and
potential weaknesses.

4.1 Accuracy

Accuracy measures the proportion of true results
among the total number of cases examined. TP is the
number of true positives, TN is the number of true
negatives, FP is the number of false positives, and FN is
the number of false negatives. While accuracy is
straightforward, it may not be a reliable indicator in the
case of imbalanced classes.

TP+TN

TP+TN+ FP+FN

Accuracy =

It's fundamental for assessing how often the model
correctly identifies fake news. However, due to the
potential imbalance between fake and real news, accuracy
alone might be misleading.

4.2 Precision
Precision assesses the number of correct positive
predictions made. It is the ratio of correctly predicted
positive observations to the total predicted positives. High
precision means a low rate of false positives, which is
particularly important in applications where false positives
are a larger concern than false negatives.
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TP

Precision = ——
TP + FP

High precision indicates that when the model predicts
news as fake, it is likely correct. This is critical to prevent
the model from wrongly censoring true news as fake.

4.3 Recall (Sensitivity)

Recall calculates the ratio of correctly predicted
positive observations to all observations in the actual class.
High recall means a low rate of false negatives, which is
crucial in scenarios where the cost of missing a positive
(such as failing to detect a piece of fake news) is high.

TP

Recall = TP+—F1V

High recall is essential to ensure that most fake news
articles are detected. In the context of fake news detection,
missing out on fake articles (false negatives) can be
particularly harmful.

44 F1 Score
The F1 Score is the harmonic mean of Precision and
Recall and is a balance between the two. It is especially
useful when you need to take both false positives and false
negatives into account, which is often the case in fake
news detection.

Precision X Recall

F1

Precision + Recall

Since there's often a trade-off between precision and
recall, the F1 score is crucial to balance the two, especially
when the distribution of classes is uneven.

4.5 Log Loss (Cross-Entropy Loss)

Log Loss measures the performance of a
classification model where the prediction is a probability
value between 0 and 1. It punishes the false classifications
more as the predicted probability diverges from the actual
label.

1+ ~ ~
Log Loss = — NZ[yi Jdog(y) + (1 —yy).log(1 - y1)]
This is relevant when the output of the model is

probabilistic and we need to understand the uncertainty of
the predictions.

4.6 Mean Squared Error (MSE)
MSE is used for regression models and quantifies
the average squared difference between the estimated
values and the actual value, emphasizing larger errors.

1 .,
MSE:NZ(yi_yi)
i=

Although more common in regression, these can be
used in probabilistic classification to measure the
deviation of the predicted probabilities from the actual
class values.

4.7 Mean Absolute Error (MAE)

33

Similar to MSE but used for regression, MAE
measures the average magnitude of errors in a set of
predictions, without considering their direction.

N
1 -
MAE = ﬁzlm—m

i=
4.8 Matthews Correlation  Coefficient
(MCC)

MCC is a balanced measure that can be used on
binary classification problems to take into account true and
false positives and negatives. It is considered informative
even with imbalanced datasets.

TP XTN — FP X FN
McC

\/(TP + FP)(TP + FN)(TN + FP)(TN + FN)
MCC is useful in datasets where classes are
imbalanced, which is often the case with fake news
detection. It gives a more truthful representation of the
model's performance than accuracy.

4.9 Kappa
The Kappa statistic (or Cohen's Kappa) measures the
agreement of prediction with the true values. Here, p, is
the relative observed agreement among raters (i.e.,
accuracy), and p, is the hypothetical probability of chance
agreement. It accounts for the possibility of the agreement
occurring by chance.
k= Po — Pe
1- Pe
This statistic is particularly relevant when dealing
with imbalanced datasets or when the cost/impact of
different types of misclassification varies. It can account
for the random success that is inherent in imbalanced
datasets.

Where, TP& TN-> True Positive & Negative, FP&
FN - False Positive & negative

In the domain of online media, where the spread of
misinformation can  have significant  real-world
consequences, these  performance metrics allow
researchers and practitioners to fine-tune machine learning
models to be both accurate and reliable. By using these
metrics to evaluate and compare models, one can ensure
that the selected model not only identifies fake news with
high accuracy but also minimizes the number of false
reports, thereby maintaining the credibility of the system.

5. Results and Analysis

In the Results section, the study meticulously
assessed the performance of the Naive Bayes, SVM, and
Decision Trees algorithms, revealing that the SVM model
excelled with the highest accuracy in detecting fake news.
A comparative analysis further underscored the SVM's
robustness, positioning it as a potentially superior tool for
enhancing the credibility of online information.
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Table 2:Naive Bayes Performance Metrics

Metric Value
Accuracy 0.896
Precision 0.674

Recall 0.647
F1 Score 0.787

ROC AUC 0.772
MCC 0.466
Kappa 0.44

The Naive Bayes model exhibits high accuracy,
indicating a robust ability to classify news correctly.
However, the precision and recall suggest that the model
may be more conservative in predicting news as fake,
leading to fewer false positives but also more false
negatives. This model might be preferred in scenarios
where falsely labeling true news as fake is considered
more detrimental than missing some fake news instances.

Table 3: SVM Performance Metrics

Metric Value
Accuracy 0.911
Precision 0.694
Recall 0.687
F1 Score 0.753
ROC AUC 0.899
MCC 0.668
Kappa 0.592

The SVM model's performance is strong across all
metrics, making it a well-rounded candidate for fake news
detection. High accuracy and a good balance between
precision and recall indicate the model is effective at
minimizing both false positives and false negatives. The
ROC AUC score suggests the model has an excellent
ability to differentiate between fake and real news. This
model is suited for environments where a balanced
approach to fake news detection is required.

Table 4: Decision Trees Performance Metrics

Metric Value
Accuracy 0.842
Precision 0.68
Recall 0.764
F1 Score 0.702
ROC AUC 0.714
MCC 0.483
Kappa 0.607

The Decision Trees model shows a higher tendency
to classify articles as fake news, as indicated by the higher
recall. This could result in more false positives, which is

reflected in the lower precision. The model's high Kappa
score indicates a good level of agreement, suggesting that
its predictions are not made by chance. This model could
be beneficial in scenarios where the cost of missing fake
news is higher than the cost of false alarms.

Table 5: Comparative Performance Metrics for
Fake News Detection Models

Mod | Accur | Precis | Rec |F1 | RO | M Kap
el acy ion all Sco | C CC | pa
re AU
C

Naiv | 0.896 | 0.674 | 064 |07 |07 |04 |0.44
e 7 87 |72 |66
Baye
S
SVM | 0911 | 0.694 | 0.68 | 0.7 | 0.8 | 0.6 | 0.59

7 53 |99 |68 |2
Decis | 0.842 | 0.68 0.76 | 0.7 | 0.7 | 0.4 | 0.60
ion 4 02 |14 |83 |7
Trees
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This table 5 provides a direct comparison of the three
models, showcasing their strengths and weaknesses in the
context of detecting fake news:

e Naive Bayes is seen to be highly
accurate but less precise in classifying fake news,
indicating a potential for false positives.

e SVM stands out with the highest
accuracy and a balanced profile in precision and
recall, suggesting it is effective in distinguishing
fake news with a good trade-off between false
positives and false negatives.

e Decision Trees exhibit a higher recall,
indicating a preference to err on the side of
classifying news as fake, which could be useful in
scenarios where it is crucial to capture as many
fake news instances as possible, even at the
expense of increased false positives.

The comparative analysis helps in determining the
most suitable model based on the requirements of a fake
news detection system. If the system's primary goal is to
minimize the spread of fake news, a model with a higher
recall like Decision Trees might be preferred. In contrast,
if the system aims for a balanced approach, SVM could be
the model of choice due to its high accuracy and balanced
precision and recall.
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. Accuracy
m— Frecision
. Recall

Naive Bayes SUM Decision Trees

Model

Figure 3: Comparative Performance metrics fake
news detection Models.

Here's a figure 3 that visualizes the comparative
performance metrics for the Naive Bayes, SVM, and
Decision Trees models in terms of Accuracy, Precision,
and Recall:

e Each set of bars represents one of the machine
learning models.

e The first bar of each set (in brown) represents the
Accuracy metric for each model.

e The second bar (in green) represents Precision.

e  The third bar (in teal) represents Recall.

From this visualization, we can discern the relative
strengths of each model across these three metrics, which
are crucial for assessing the performance of fake news
detection systems. The SVM model appears to maintain a
lead in both Accuracy and Precision, while the Decision
Trees model has a slightly higher Recall. This graphic aids
in the decision-making process for choosing a model based
on the specific performance goals of the detection system.

Accuracy Distribution Among Models for Fake News Detection

Decision Trees

31.8%

33.8%
Naive Bayes R

SVM

Figure 4: Accuracy Distribution Among Models for
fake news detection
The figure 4 illustrates the distribution of accuracy
among the three models used for fake news detection:
Naive Bayes, SVM, and Decision Trees. Each slice of the

35

pie represents the proportional accuracy of each model,
providing a visual comparison of which model performs
best in terms of correctly classifying news articles as either
fake or real.

6. Conclusion and Future work

In the quest to mitigate the proliferation of fake news
in online media, our study discerned that the Support
Vector Machine (SVM) model outshines its counterparts.
With the highest accuracy, constituting 36.5% of the
comparative analysis, SVM stands as the most adept at
distinguishing genuine news from falsehoods. As we look
to the horizon, the enhancement of detection mechanisms
through advanced neural networks and the exploration of
unsupervised learning paradigms is imperative. The
exigency for real-time, interpretable, and fair detection
systems is pronounced, particularly in an era where
misinformation evolves in complexity. The commitment to
ongoing research in artificial intelligence is crucial, as it
bears the potential to fortify our digital ecosystem against
the insidious currents of fake news.
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