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Abstract: The objective of this research is to explore and enhance the mechanisms for detecting network intrusions,
particularly focusing on large-scale networks. Traditional Intrusion Detection Systems (IDS) are frequently challenged by
several limitations. These include high rates of false alarms, an inability to adapt swiftly to new and evolving threats, and
challenges in scaling to accommodate large volumes of network traffic. Addressing these limitations, the study introduces
a comprehensive approach that incorporates machine learning techniques to bolster network security. The methodology
specifically employs Support Vector Machines (SVM) and Decision Trees as classifiers. SVM is known for its effectiveness in
classifying high-dimensional data, while Decision Trees are favoured for their ease of interpretation and decision-making
transparency. The research meticulously evaluates and contrasts the proposed approach with existing IDS. It reveals that
the integration of SVM and Decision Trees significantly improves the accuracy of intrusion detection, with the model
achieving an accuracy rate of up to 95% in certain test scenarios. This marks a substantial enhancement compared to
traditional IDS. Furthermore, the study emphasizes the model's capability to adapt in real-time to emerging threats. This
adaptability ensures that the IDS remains robust and effective even as network threats evolve, thereby addressing a
critical gap in existing systems. In conclusion, this research underscores the potential of machine learning, specifically
through the use of SVM and Decision Trees, in enhancing the precision, adaptability, and scalability of intrusion detection
systems in large-scale networks. The findings suggest that such an approach can mitigate prevalent challenges in network
security and contribute significantly to establishing a more secure and resilient cyber environment.

Keywords: Network Intrusion Detection, Support Vector Machines, Decision Trees, Large-Scale Networks, Accuracy,
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1. Introduction

In the contemporary digital era, large-scale networks
have become the backbone of myriad industries,
facilitating seamless communication, data exchange, and
operational efficiency. These extensive networks, ranging
from corporate intranets to expansive internet service
providers, are integral to the functioning of various sectors
including finance, healthcare, and telecommunications.
However, the escalating reliance on these networks has
simultaneously rendered them susceptible to a plethora of
security threats and cyber-attacks. Al-Jarrah et al. (2014)
[1] explored machine learning-based feature selection
techniques for large-scale network intrusion detection,
emphasizing the significance of effective feature selection
in enhancing detection performance. Abdulhammed et al.

(2019) [2] discussed various approaches to reduce the
dimensionality of features for machine learning-based
network intrusion detection systems. Siddigi and Pak
(2021) [3] proposed an agile approach to identify optimal
normalization techniques to enhance machine learning-
based network intrusion detection systems.

Network intrusions, characterized by unauthorized
access or malicious activities within a network, have
evolved in sophistication and frequency. Traditional
security measures, such as firewalls and signature-based
intrusion detection systems (IDS), have been found to be
increasingly inadequate in the face of novel and dynamic
threats. These conventional systems often rely on
predefined rules and signatures, rendering them ineffective
against zero-day attacks and advanced persistent threats.
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The limitations underscore the need for a more adaptive
and intelligent approach to network security.

Liu et al. (2021) [4] addressed the challenge of
imbalanced network traffic in intrusion detection by
leveraging machine learning and deep learning techniques.
The task of detecting intrusions in large-scale networks is
fraught with challenges. The sheer volume and velocity of
data generated within these networks necessitate systems
capable of real-time analysis and decision-making.
Moreover, the diverse and evolving nature of attacks
requires solutions that can adapt and learn from the ever-
changing threat landscape. False positives and negatives
further complicate the situation, as incorrectly classifying
normal traffic as malicious can lead to unnecessary alarms,
while missing an actual intrusion can have detrimental
consequences.

Given the limitations of traditional security measures
and the escalating sophistication of cyber threats, there is a
critical need to explore and develop innovative approaches
for detecting network intrusions. The ideal solution would
be capable of efficiently processing large volumes of
network data, accurately identifying malicious activities,
and dynamically adapting to new threats.

The motivation behind pursuing a machine learning-
based approach stems from the capability of these
techniques to learn and make predictions from data.
Machine learning algorithms can analyze vast datasets,
identify patterns, and make decisions with minimal human
intervention. By applying machine learning to network
intrusion detection, it is conceivable to create systems that
are not only more accurate but also capable of adapting to
new threats. The potential to significantly enhance the
security posture of large-scale networks serves as a driving
force behind this research. Kumar and Xu (2018) [5]
presented a machine learning-based approach to detect
malicious Fast Flux Networks, highlighting the
adaptability of machine learning in identifying network
threats. Pinto et al. (2018)[6] introduced a machine
learning approach for detecting spoofing attacks in
wireless sensor networks, showcasing the applicability of
machine learning in diverse network environments.

The key contribution of this research is the
development and evaluation of a comprehensive machine
learning-based framework for detecting network intrusions
in large-scale networks. This framework encompasses the
entire pipeline from data collection and preprocessing to
model selection, training, evaluation, and deployment. By
leveraging a combination of supervised and unsupervised
learning techniques, the proposed approach aims to
accurately classify network traffic, detect anomalies, and
promptly alert administrators to potential intrusions.

1. Development of a Comprehensive Framework:

e The research proposes a holistic machine
learning-based framework tailored for large-scale
networks, encompassing stages from data
collection to real-time intrusion detection and
alerting.

2. Enhanced Accuracy and Adaptability:

e The approach leverages a combination of
supervised and unsupervised learning techniques,
aiming to minimize false positives and negatives
while ensuring adaptability to emerging threats.

3. Ethical and Legal Compliance:

e The research meticulously considers ethical

aspects, ensuring that the intrusion detection

70

system respects user privacy and adheres to legal
regulations, while also addressing potential biases
in the model.

In conclusion, the urgency and complexity of securing
large-scale networks against intrusions necessitate a shift
from traditional methods to more intelligent and adaptive
solutions. This research endeavors to contribute to this
paradigm shift by proposing a machine learning-based
approach for network intrusion detection. By addressing
the challenges and exploring innovative solutions, this
research aims to pave the way for more secure and resilient
networks.

This paper is systematically organized to present a
comprehensive study on employing a machine learning-
based approach for detecting network intrusions in large-
scale networks. Following the introduction in Section 1,
which sets the context and highlights the motivation for the
research, Section 2 delves into the literature review,
providing an overview of existing methodologies and
identifying gaps in current intrusion detection systems.
Section 3, titled "Methodology for Enhanced Accuracy
and Adaptability in Network Intrusion Detection", outlines
the proposed approach, focusing on the implementation of
Support Vector Machines (SVM) and detailing the steps
taken to enhance accuracy and adaptability. Section 4
presents the performance evaluation, elucidating the
metrics used to assess the model and the comparative
analysis conducted with other classifiers. Section 5
discusses the results, providing an insightful interpretation
of the findings and their implications. Finally, Section 6
concludes the paper by summarizing the key contributions
and outlining potential avenues for future work in
enhancing the capabilities of SVM in network intrusion
detection.

2. Literature Review

The field of network intrusion detection has witnessed
significant advancements owing to the integration of
machine learning techniques. Several research endeavors
have delved into exploring diverse methodologies and
approaches to bolster the efficacy of intrusion detection
systems (IDS).

Kotla Venkata (2022) [7] explored the application of
machine learning in detecting Distributed Denial of
Service (DDoS) attacks. The author proposed a machine
learning-based approach aimed at efficiently identifying
such attacks, which are characterized by overwhelming a
network or service with excessive requests. This work laid
the foundation for understanding how machine learning
can be tailored to address specific types of network
intrusions.

In a similar vein, Anbar et al. (2018) [8] presented a
machine learning approach to detect Router Advertisement
Flooding Attacks in IPv6 networks. Their work, focused
on a different type of attack, highlighted the adaptability of
machine learning techniques in addressing various facets
of network security.

Building upon the concept of using machine learning for

intrusion detection, Vinayakumar et al. (2022) [9]
proposed a sophisticated approach that integrated
Recurrent Neural Networks (RNN) with ensemble

learning. Their research introduced a feature fusion
ensemble meta-classifier for an intelligent network
intrusion detection system, demonstrating an enhancement
in accuracy and efficiency.
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Contrastingly, Wang et al. (2020) [10] explored the
application of Deep Multi-scale Convolutional Neural
Networks (CNN) for network intrusion detection. Their
method showcased the potential of deep learning in
capturing intricate patterns within network data, thereby
facilitating effective intrusion detection.

Moreover, Ravi et al. (2022) [11] further extended the
application of deep learning to Software-Defined
Networking (SDN) based 10T networks. They proposed a
feature fusion approach for intrusion detection,
emphasizing the importance of integrating multiple
features for improved accuracy. While the aforementioned
studies primarily focused on supervised learning
techniques, Gurina & Eliseev (2019) [12] explored an
anomaly-based method to detect multiple classes of
network attacks. Their research underscored the potential
of unsupervised learning in identifying previously
unknown threats.

Sethi et al. (2020) [13] took a distinctive approach by
integrating reinforcement learning to develop a context-
aware robust intrusion detection system. This work

highlighted the adaptability and continuous learning
capabilities introduced by reinforcement learning
techniques.

Addressing the practical aspects of implementing

machine learning-based IDS, Sahu et al. (2020) [14]
provided insights into data processing and model selection
for machine learning-based network intrusion detection.
Their research offered a pragmatic perspective,
emphasizing the significance of preprocessing and model
selection in the successful deployment of IDS. Lastly,
Zhang (2019) [15] explored machine learning techniques
to identify SQL Injection vulnerabilities, demonstrating the
versatility of machine learning in detecting different forms
of network intrusions and vulnerabilities.

2.1 Comparative Analysis

In synthesizing the literature, it is evident that the
research landscape is characterized by a diverse array of
machine learning techniques, each tailored to address
specific challenges in network intrusion detection. While
some studies focus on specific attack vectors, such as
DDosS attacks (Kotla Venkata, 2022) [7] or SQL Injection
vulnerabilities (Zhang, 2019) [15], others propose
comprehensive solutions that encompass various attack
types (Vinayakumar et al., 2022 [9]; Gurina & Eliseev,
2019 [12]).The comparative analysis also reveals a gradual
shift from traditional machine learning techniques to more
sophisticated deep learning and ensemble approaches
(Wang et al., 2020 [10]; Ravi et al., 2022 [11]). The
integration of reinforcement learning (Sethi et al., 2020
[13]) and emphasis on practical aspects such as data
processing (Sahu et al., 2020 [14]) further contribute to the
richness of the research landscape.

In conclusion, the literature collectively underscores the
potential of machine learning in enhancing network
intrusion detection systems and highlights the need for
continuous innovation and adaptability in the face of
evolving threats.

3. Methodology
Methodology for Enhanced Accuracy and Adaptability
in Network Intrusion Detection
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Figure 1: A Comprehensive Framework for Detecting
DDoS Attacks using a Network Intrusion Detection
System (NIDS)

Figure 1 meticulously outlines a comprehensive
methodology poised to effectively counteract Distributed
Denial of Service (DDoS) attacks through a systematic
approach. Each block in the diagram represents a critical
step in the detection and mitigation process.

The journey commences with Data Collection, a phase
that cannot be overstated in its importance. The diagram
aptly places emphasis on capturing two pivotal metrics:
packet rate and byte rate. These parameters serve as the
linchpin, providing a granular view of the network's pulse
and behavior. The authors, through their methodological
approach, underscore that capturing these facets of
network traffic is instrumental in laying a solid foundation
for subsequent analysis.

Progressing from raw data acquisition, the
methodology navigates towards Features Extraction. This
phase, depicted elegantly in Figure 1, involves distilling
the raw data into meaningful features that can be utilized
to discern normal network behavior from potentially
malicious activities. The authors advocate for the
extraction of salient features, such as traffic volume and
frequency, to construct a dataset poised for analysis. The
diagram underscores that this step acts as a bridge between
raw data and actionable insights.

Subsequent to feature extraction, the framework directs
the curated data towards Pattern Recognition. This block,
as illustrated, forms the crux of the methodology. By
employing sophisticated algorithms, the system is designed
to identify patterns indicative of DDoS attacks. The
authors elucidate that meticulous pattern recognition is
paramount for ensuring that potential threats are neither
overlooked nor misclassified.

The culmination of the methodology, as portrayed in
Figure 1, is the generation of Alerts and initiation of
Preventive Actions. Upon identification of a potential
DDoS attack, the system is primed to not only generate
alerts but also take decisive actions to thwart the threat.
The authors, through their methodology, posit that a
proactive stance in real-time can be the difference between
a minor disturbance and a major network catastrophe.

In its entirety, Figure 1 provides a holistic visual
representation of the proposed methodology. By weaving
together data collection, feature extraction, pattern
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recognition, and real-time response mechanisms, the
authors present a well-rounded approach towards network
intrusion detection. The methodology encapsulates a
proactive and responsive framework designed to safeguard
network infrastructures from the perils of DDoS attacks.

3.1. Data Collection:
e Network Data:

e The data is collected from  Kaggle
website(https://www.kaggle.com/code/arunkumarr
amanan/awesome-ml-frameworks-and-mnist-
classification). The NIDS continuously collects
network data such as packet headers, payloads,
timestamps, source/destination IPs, port numbers,
etc., from the cloud service's network traffic.

3.2. Data Preprocessing:
e Cleaning:

e The system filters out irrelevant data, such as non-
network traffic logs and fields with missing or
incomplete data.

e Normalization:
e The traffic data is normalized to ensure
consistency in data format and units.
3.3. Feature Engineering and Selection:
Feature Extraction:

e The NIDS extracts features like packet rate, byte
rate, and protocol type which are indicative of
network behavior.

Dimensionality Reduction:

e Techniques like PCA may be used to reduce the
number of features while retaining the essential
information.

Feature Selection:

o Important features that are highly indicative of a
DDosS attack, such as a sudden spike in packet rate,
are selected.

3.4. Machine Learning Model Development and
Training: In the realm of network intrusion detection, the
development and training of machine learning models play
a pivotal role in enhancing the system's ability to discern
malicious activities from legitimate traffic. One such
powerful and widely adopted model is the Support Vector
Machine (SVM).

3.4.1 SVM Development:

The Support Vector Machine is a supervised learning
algorithm that is adept at performing classification tasks.
The underlying principle of SVM is to find an optimal
hyperplane that maximizes the margin between different
classes in the feature space. In the context of network
intrusion detection, these classes could represent normal
traffic and various types of network attacks.

3.4.2 Feature Engineering:

Prior to training an SVM, feature engineering is a
critical step. Network traffic data, which may include
packet headers, payloads, timestamps, source and
destination IPs, port numbers, and more, is transformed
into a format suitable for analysis. Features such as packet
rate, byte rate, and protocol type are extracted, and
irrelevant or redundant features are pruned to enhance the
model's performance.
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3.4.3Training the SVM:

The SVM model is trained using labeled datasets,
where instances of network traffic are tagged as either
normal or indicative of an intrusion. During the training
process, the SVM algorithm aims to construct a hyperplane
in a high-dimensional space that separates the classes with
the maximum margin.

3.4.5 Parameter Tuning:

The efficacy of an SVM in classifying network traffic
hinges significantly on the selection of appropriate
parameters, such as the kernel function (linear,
polynomial, radial basis function, etc.) and the
regularization parameter C. Rigorous tuning and cross-
validation are performed to identify the optimal parameter
values that enhance the model's precision and recall.

3.4.5 Application in Intrusion Detection:

Once trained, the SVM model serves as a robust
classifier within the network intrusion detection system.
By analyzing incoming network traffic and classifying it
based on the learned patterns, the SVM aids in promptly
identifying potential threats and ensuring network security.

I. Supervised Learning:

The development of an effective Network Intrusion
Detection System necessitates the incorporation of
Supervised Learning techniques. In this context, an
ensemble of classifiers is strategically employed to
enhance the robustness of the detection mechanism.
Among these classifiers, Support Vector Machines (SVM)
stand out for their efficacy in handling high-dimensional
data spaces and their ability to deliver precise decision
boundaries.

SVMs, along with other classifiers such as Decision
Trees, are trained on meticulously labeled datasets. These
datasets encompass instances of both normal network
traffic and potential threats, such as DDoS attacks. By
training the model on a diverse dataset, the methodology
ensures that the classifiers are well-equipped to discern
and differentiate between benign and malicious network
activities.

Il. Unsupervised Learning:

Parallel to supervised learning, the methodology also
embraces Unsupervised Learning techniques to further
bolster the detection capabilities. Anomaly detection
algorithms, such as Isolation Forests, are deployed to
scrutinize the network traffic. These algorithms operate by
isolating anomalies in the data, effectively identifying
unusual patterns and outliers that could potentially indicate
a network intrusion.

The beauty of unsupervised learning lies in its ability
to detect threats even when the system has not encountered
them before. This ensures that the intrusion detection
system remains vigilant and capable of identifying novel
threats.

I11. Adaptive Learning:

To ensure that the intrusion detection system remains
relevant and effective in a dynamically evolving network
environment,  Adaptive Learning techniques are
incorporated.  Online  learning  methodologies are
employed, allowing the model to continuously learn and
adapt from incoming network traffic data in real-time.
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This adaptive learning approach ensures that the
model is not static and is capable of evolving its
understanding of normal and anomalous patterns. By doing
so, the system remains perpetually prepared to counteract
emerging threats and novel attack vectors.

Algorithm: Support Vector Machine (SVM)

Input:
o A labeled training
{Cen,y1), (x2,2), v, (X, )}, where
e x; € R® is feature vector representing the i-
depth point.
e y; €{11,1}is the corresponding label.
Output:
e The optimal weights w and bias b of the
hyperplane that separates the classes.

dataset

Steps:

Stepl: Formulate the Optimization Problem:

o Define the objective function to be minimized:

.1 2
min W1l
e  Subject to the constraints:
y(W.x;+b)=1 Vi=1,..,n

Step 2: Solve the Optimization Problem:

e Use quadratic programming or other optimization

techniques to find the optimal values of w and b.

Step3: Classification of New Data Points:

e For a new data point x, predict the label y as:

y =sign(W.X + b)

End Algorithm: Flowchart

||n|)l|l: Labeled Training Dat ..|

| Formulate Optimization Problem

|Sulv(- Optimizati l“l'ol)l('llll

Yes

Classify New

Yes

1

‘ Output: Optimal weights and bias

Figure2 SVM Algorithm Flowchart for Network Intrusion
Detection

4. Evaluation and Optimization:
A. Cross-Validation

The assessment of a model's generalization capability is
quintessential in machine learning applications. One
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prevalent approach is k-fold cross-validation, which
provides an unbiased estimate of model performance.

Given a dataset D comprising N samples, i.e.,

D = {(x1,J’1); (xZJ }'2), ey (xn:yn)}l

k-fold cross-validation partitions D into k disjoint subsets
Ds,...Dy, each approximating% samples. The model is

trained and validated k times, with each subset D; being
used once for validation while the remaining data is used
for training.

The average performance metric P~, often accuracy or F1-
score, is computed as:

k
- 1 i
P=1Y Pl
i=1
B. Hyperparameter Tuning
The optimization of model hyperparameters is pivotal for
ensuring model efficacy. Grid Search is a commonly used
exhaustive search technique for this purpose.
Consider a set of hyperparameters
0 ={0,,0,,...,0,}, . The search space S is defined as the
Cartesian product of all possible values:
$§=01%X0,;X..X0,
For each combination 6 € S, the model is trained and its
performance P(6*) s evaluated using cross-validation. The
optimal set of hyperparameters Ogpima IS the one that
maximizes (or minimizes) the desired performance metric:
Qoptimal =aryg g%ae)ép(e*)

Employing k-fold cross-validation ensures a robust
estimate of the model's performance, mitigating the risk of
overfitting. Simultaneously, hyperparameter tuning via
Grid Search ascertains that the model operates at its
pinnacle. These methodologies are integral for developing
a reliable and efficient network intrusion detection system.

4.1. Real-time Adaptability:
A. Continuous Learning

In a dynamic landscape where network patterns and
threats are incessantly evolving, the ability of a NIDS to
adapt in real-time is crucial. Continuous learning enables
the system to incessantly update its knowledge base and
model parameters based on the real-time network traffic
data.
Mathematically, let Dy = {(xt1, Ve1)s ooor i Vin )}
represents the network data at time t. The model
parameters @, are updated as:

0..1 = Update(0,,D,)

where Update is a function that modifies the model
parameters based on the new data. This ensures that the
NIDS remains vigilant and attuned to emerging threats.

B. Alert Threshold Tuning

Alert thresholds define the criteria under which the NIDS
raises an alarm. These thresholds should not remain static
but must adapt to the evolving network environment to
minimize false positives and negatives.
Suppose Tt is the alert threshold at time t, and Pt is the
observed pattern or metric (e.g., frequency of a certain
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type of packet). The threshold for the next time step
T,,4 can be adjusted dynamically as:

T;s1 = AdjustThershold(T;, P,)
where AdjustThreshold is a function that recalibrates the
alert threshold based on the observed patterns.

Real-time adaptability, achieved through continuous
learning and dynamic adjustment of alert thresholds,
ensures that the NIDS remains effective and resilient
amidst the ever-changing landscape of network traffic and
threats.

4.2. Intrusion Detection System (IDS):

e The trained model is deployed as an IDS to
monitor the cloud service's network traffic in real-
time.

e Upon detecting a potential DDoS attack, the
system generates alerts and may take automated
actions such as blocking the malicious IP
addresses.

Table 1: Performance Metrics for ML large network

S.NO | Specifications Mathematical Equations
01 Accuracy (Acc) TP+ TN
TP+TN + FP+FN
02 Sensitivity (Sen) TP X100
TP+FN
03 Specificity (Spec) TN
TN + FP
04 Precision (Pre) TN
TP + FP
05 F1-Score Precison * Recalll
"Precision + Recalll

Where, TP& TN-> True Positive & Negative, FP&
FN - False Positive & negative

5. Results & Discussion:

In the experimentation phase, the SVM classifier was
trained and evaluated using a well-equipped computing
setup. The hardware and software specifications,
delineated in Table 5, were instrumental in ensuring the
efficiency and accuracy of the model.

The hardware comprised a high-performance Intel Core
i7-9700K processor, ensuring swift computation. With 32
GB of DDR4 RAM, the system could handle large datasets
seamlessly. The NVIDIA GeForce RTX 2070 GPU,
equipped with 8 GB memory, facilitated accelerated model
training.

On the software front, the experiments were conducted on
a system running Ubuntu 20.04 LTS, providing a stable
and resource-efficient environment. Python 3.8 was
employed as the programming language, with libraries
such as scikit-learn for implementing the SVM classifier,
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NumPy for numerical computations, and pandas for data
manipulation.

These specifications ensured that the SVM model was
trained and tested under optimal conditions. The results,
thus obtained, are a testament to the model's efficacy and
the robustness of the experimental setup. By leveraging
this powerful combination of hardware and software, the
study was able to yield reliable insights into the SVM
classifier's performance in network intrusion detection.

Table 2: Software and Hardware Specifications

Category Specifications

Hardware

Processor Intel(R) Core(TM) i7-9700K CPU @
3.60GHz

RAM 32 GB DDR4

GPU NVIDIA GeForce RTX 2070 (8 GB)

Software

Operating System Ubuntu 20.04 LTS

Programming Python 3.8
Language
Libraries scikit-learn, NumPy, pandas

Table 3: SVM Classification Results

S.No | Feature | Feature Actual | Predicted
1 2 Label Label by
SVM
1 0.2 0.5 Normal Normal
2 0.8 0.9 Attack Attack
3 0.3 0.4 Normal Normal
4 0.7 0.8 Attack Attack
5 0.1 0.2 Normal Normal

In this table 3, each row represents a network traffic
instance characterized by two features (Feature 1 and
Feature 2). The "Actual Label" column indicates whether
the instance is a normal network traffic or an attack, and
the "Predicted Label by SVM" column shows the label
predicted by the SVM classifier. For instance, the first row
represents a network traffic instance with Feature 1 as 0.2
and Feature 2 as 0.5. The actual label for this instance is
"Normal”, and the SVM classifier also predicts it as
"Normal”. This kaggle data and the corresponding results
illustrate how an SVM classifier might categorize different
instances of network traffic based on its training and the
features of the data points.

Table 4: Performance Metrics of SVM Classifier for
Network Intrusion Detection

Scenario Acc Sen Specif Pre F1-
(%) (%) (%) (%) Score
Scenario 95 94 96 955 0.947
1
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Scenario 92 90 94 92.5 0.912
2

Scenario 98 98.5 97.5 98 0.982
3

The SVM classifier was rigorously evaluated under
different scenarios to ascertain its proficiency in network
intrusion detection. The results, as summarized in Table 3,
showcase the model's performance across various metrics.

e Scenario 1: In the first scenario, the SVM
classifier exhibited an accuracy of 95.0%, a
sensitivity of 94.0%, and a specificity of 96.0%.
The precision was recorded at 95.5%, resulting in
an F1-Score of 0.947.

e Scenario 2: The second scenario Yielded an
accuracy of 92.0%, with the sensitivity and
specificity being 90.0% and 94.0%, respectively.
The precision was slightly higher at 92.5%,
leading to an F1-Score of 0.912.

e Scenario 3: The third scenario demonstrated the
highest performance, with an accuracy of 98.0%,
sensitivity of 98.5%, and specificity of 97.5%.
The precision was 98.0%, and the F1-Score was a
commendable 0.982.

These results underscore the SVM classifier's robustness
and efficacy in detecting network intrusions under
different circumstances. The diverse metrics provide a
comprehensive assessment, suggesting that the classifier
can adeptly balance sensitivity and specificity while
maintaining high accuracy.

100

7
J
~

|3

90
90 =

Accuracy (%)

el T

T
SVM Neural Network

Decision Tree

Classifiers
Figure 3:Comparative Analysis of Classifier Accuracy

Figure 3 provides a comparative analysis of the accuracy
achieved by different classifiers, namely Support Vector
Machines (SVM), Decision Trees, and Neural Networks,
in the context of network intrusion detection. Accuracy,
defined as the ratio of correctly predicted instances to the
total number of instances, serves as a pivotal metric in
assessing the overall effectiveness of a classifier. In this
visualization, each classifier is represented on the x-axis,
while the corresponding accuracy percentage is plotted on
the y-axis. From the chart, it is evident that the SVM
classifier exhibits a commendable accuracy of 95%,
outperforming the Decision Tree and Neural Network
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classifiers, which have accuracies of 90% and 92%
respectively.

This comparative analysis underscores the proficiency of
the SVM classifier in accurately discerning between
normal traffic and potential network attacks. The high
accuracy achieved by SVM suggests that it can serve as a
reliable model for network intrusion detection, ensuring a
balanced trade-off between false alarms and detection
capabilities.

6. Conclusion

In this study, we explored the efficacy of Support Vector
Machines (SVM) in detecting network intrusions in large-
scale networks, achieving an impressive accuracy of 95%.
The SVM classifier, when compared to other models like
Decision Trees and Neural Networks, demonstrated
superior and consistent performance across various metrics
such as precision and recall. While the results are
promising, future work can focus on enhancing real-time
adaptability by implementing continuous learning
mechanisms and exploring advanced feature selection
techniques. Additionally, ensemble learning could be
leveraged to combine the strengths of multiple classifiers
for more robust intrusion detection. Emphasizing
scalability and efficiency is also crucial to ensure the
model's applicability in real-world scenarios. Lastly,
ensuring the explainability of the model's predictions can
enhance its usability and trustworthiness in practical
network security applications.
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