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Abstract:. Every year, thousands of users face issues with scammers and lose their money. Most of them are because of
cracked UPI pins, and some are because of OTP sharing. Cyber fraud is increasing exponentially as a high-speed
infrastructure is developed. This is causing insecure transactions for various payments done through different payment
gateways. QR (Quick Response) code is versatile and is used in various fields, such as online banking, managing attendance,
and for security applications. It is a 2-D matrix bar code where the information is stored in both horizontal and vertical
dimensions. Here we would like to improve the security channel by adding QR generation while making transactions, which

helps prevent fraud and loss of personal information.
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1. Introduction

It is amazing to see technology reaching new heights.
With the rapid advancement of technology, there is a
significant amount of risk that should be avoided.
Considering the factors of banking, which have kept on
changing in recent decades, it is important to upgrade the
security level for online banking to be secure. The One-
Time Password (OTP) is a revolutionary and very useful
change in the field of online banking. It comes with a great
security feature where the user will get the new password as
text every time he tries to make a new transaction. Yet
because of the present scammers, the OTPs have been found
out and the transactions have become insecure. It became
insecure because the scammers called the customers, asked
for OTPs, and made unauthorized transactions. Even though
there have been a lot of advertisements and knowledge
sharing across various fields, it is still happening in various
parts of the world, and the number of text OTPs has greatly
increased. Users sometimes cannot categorize the OTPs in
the fast-moving world. So the introduction of QR codes as
an OTP for online banking will be helpful and will lessen
the risks of insecurity in payment infrastructure because QR
codes are machine-readable but not human-readable.

The motivation of the paper is In the existing systems,
using just the OTPs in text for the transactions has resulted
in so many cybercrimes in various parts of the world. The
primary cause of the majority of cybercrimes is the sharing
of OTPs. Scammers take advantage of people's lack of
awareness, focusing primarily on the illiterate and elderly.
The issue here is that the customers who are sharing the
OTPs are doing so only because they can read and
understand the OTP as it is in text format.

So our paper suggests the use of QR codes for OTPs
instead of text OTPs. As the QR code is machine-readable,
even if a hacker or scammer tries to steal the money, the
customer or user cannot share the OTP because it is in QR
format. The transaction process will be similar to the
existing process except that the text "OTP" is replaced by
the OTP hidden in the QR code.

The remaining paper is organized as follows: Section 2
represents a literature review; Section 3 presents a proposed
model; Section 4 presents a result analysis; and Section 5
presents concussion.

2. Literature Review
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In this paper [11], Mobile money applications are
thriving due to the ease and convenience they bring to
people, where they offer to transfer money between people's
bank accounts or cards with a few taps on a smartphone,
either through mobile banking or mobile payment services.
However, gaining user adoption of mobile banking and
payments is hampered by customers' lack of trust in the
security of the services, which makes sense given that
whenever people grant service access to their debit or credit
cards or bank accounts, they open the door to identity theft,
fraudulent transactions, and stolen money. Add to that the
fact that people and developers are already ignoring the
security aspect of applications. This paper consists of two
parts: first, an intensive security analysis of a selection of
different mobile banking and mobile payment applications
on the Android platform, where 80% of the selected
applications were found not to follow the best security
measures. And second, a thorough step-by-step Android
security testing guide in the form of this paper to ease the
process of security testing any Android application to be
used by developers, ethical hackers, and anyone interested
in testing the security of any application.

According to this paper [12], mobile phones have
become an inseparable companion for many users, serving
far more than simply as communication tools. In developing
countries, the number of mobile phone users outnumbers the
number of bank account holders. Besides, the low banking
service penetration and, therefore, the massive migrant
communities are another issue in utilizing mobile phones for
payment functions. Therefore, mobile payment might
achieve the success it's targeting simply and far quicker than
in developed countries. There are lots of variables
associated with mobile payments. During this paper, the
varied models used for mobile payments are briefly
mentioned. Then, the paper can propose a state of affairs for
mobile payment that tackles each consideration of the
method, namely: speed of group action and security, without
complicating the method or making it undesirable to users.

The author of this paper [13] explains the
implementation details of the online banking authentication
system. Security is an important consideration for online
banking applications, which may be enforced by various
web technologies. While implementing an on-line banking
system, secure information transfer is accomplished through
the use of https information transfer and information
encryption techniques for secure storage of sensitive
information. We intend to use the concept of QR-codes with
robot applications to eliminate the threat of phishing and to
validate user identity. The QR-code, which can be scanned
by the user's mobile device, overcomes the shortcomings of
an old countersign-based mostly system. We can improve
security by utilizing only once the countersign (OTP) that is
hidden within the QR code.

In this paper [14], financial tasks are being engaged in
the internet field as a high-speed internet infrastructure is
developed and people are informed. However, the existing
internet banking system was exposed to the danger of
hacking. Beyond stealing a user's ID and password, personal
information has recently been leaked via a high-level
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method such as phishing or pharming. Seeing that most of
the examples that happened in domestic financial agencies
were caused by the appropriation of ID or passwords
belonging to others, a safe user confirmation system
becomes much more essential. In this paper, we propose a
new online banking authentication system. This
authentication system used mobile OTP in conjunction with
a QR-code, a 2D barcode variant.

In this paper [15], with the rapid advancement of
technology, the QR Code has a wide range of applications.
A QR Code is a second matrix Universal Product Code that
stores data in both horizontal and vertical dimensions. QR
Code will hold a bigger quantity of information in a smaller
area, perform reliable error correction at a higher speed, and
have a quicker latency. The increasing use of sensible
phones among all age groups made accessing QR Codes
easier by providing end-user content along with net links,
personal details, etc. QR Code is flexible and is employed in
various analysis fields like online banking, group action
management, health care, facilitating visually impaired
folks, and security applications like totally different styles of
cryptography and steganography. Secure authentication is
achieved using victimization data-hiding algorithms and the
embedded QR Code. This paper focuses on the security
aspects handled by QR Code in various applications and
more directly addresses the secure transportation of
information via SQRC, which has real-time applications
such as vehicle and identity verification.

3. Proposed Model

We propose a new authentication system for online
banking which can provide greater security and convenience
by using QR-code .The importance of security and ease of
use is like two side of a coin. It cannot be provided
considering that show up on one side. Therefore, we should
always seek for safety devices to meet all ease and security
of electronic financial services. We are using QR Code . It is
a matrix code developed and released primarily to be a
symbol that is easily interpreted by scanner equipment. It
contains information in both vertical and horizontal
directions, whereas a 1D barcode has only one direction of
data (usually the vertical one) [1].QR Code also has error
correction capability. Data can be restored even when some
parts of the code are distorted or damaged. Compared to a
1D Barcode, a QR Code can hold greater volume of
information: 7,089 characters for numeric only, 4,296
characters for alphanumeric data, 2, 953 bytes of binary (8
bits) And 1,817 characters of Japanese Kanji/Kana symbols.
B. Usage without a machine, it’s impossible for a human to
manually decode QR Codes . We attach a QR code for
online transaction.[1].1t provides security by ensuring that
user cannot use same password again and again [2].It also
offers other characteristics like anonymity, portability,
extensibility and enable to keep information safe or from
being leak [4].There are two approaches for generating an
OTP:
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Figure 1. Sample QR Code

1. Time based OTP- In these OTP changes at frequent
interval of time.

2. Event based OTP- In these OTP will be generated by
pressing a button on the OTP device or token.

4. Implementation

Implementation in this is quite similar to text OTP
system. We are just trying to replace the text with a more
secure system i.e, QR code [5].The OTP will be hidden in
the QR code and can’t be revealed until it is scanned. OTPs
will be secure because they are in machine readable format.
QR code se will be received by the user and then can be
scanned for making a payment successful.

1 Registration 2 Registenad Data
4 Login Regquest 4. Validated username and password
S.Banking Services Request & Request Validated
1.Requesting Online Payment S ERVER 11 Validated QR

10.0R code scanned

9.QR code Generated on the screen

USER QR Code Generator DATABASE

Hidden in the QR code

OTP

Figure 2. Architecture Design

Working of System:

Our system consists of 4 phases:

Initial Phase

QR Code Generation Phase

Validation Phase

Payment Authentication Phase

Initial Phase: Here the data of user is stored into the

database for verification of login details in further Requestior Transacton

process. >

e QR code Generation Phase : When the payment is
requested by the user then the QR code will be
generated and will be sent to the user and will be
used as OTP

® Validation Phase : When the OTP is scanned by the user,

The QR code generation helps in increasing the security
of the payment then the existing system by decreasing the
chances of getting attacked by the scammers [6].

¢ bW E

‘ BANKING WEBSITE

‘ SERVER

OTP generabon Request

»

. OTP generated & send as a dncrypted QR image via SMTP

User decrypts OR image &
enlers obtained OTP
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the server will validate the OTP with the database and
sends the acknowledgement.

Payment Authentication Phase : If the OTP is matched
the payment will be successful else it will be redirected
to the second phase.

5. Security Analysis

Requests OTP validation

Validates OTP

User Authenticated

Transaction Successiul

Figure 3. Sequence Diagram for Authentication System
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OTPs are transmitted in the form of an image which
makes it complex for intruder to detect the presence of
secured information [6].OTP is send to the concerned user
through an email message. Banking users can conveniently
access their email accounts and obtain the QR code
containing the encrypted OTP [7].Usage of AES algorithm
for encrypting one time password further enhances the
security of the system [8].Proposed scheme has higher
degree of complexity than all existing systems and clearly
the time required to crack the scheme will be more than the
useful lifetime of OTPs [9].OTPs are generated for a session
and have a short lifetime. It’s not possible to use the OTP
after their expiry [10].Popularity of QR codes makes the
method user friendly.

Figure 4. Scanning QR Code

6. Results

Once the QR code is generated, we need to scan the QR
for proceeding into the payment. If the hidden OTP in QR
and the original OTP is matched, payment will be
successful. The QR code should be scanned in the given
time interval

Success

Your payment has been made

Figure 5. Payment authentication

7. Conclusion

This paper concludes that using QR codes for banking
authentication will protect users from scammers. As the use
of QR codes expands across industries, they will become
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more user-friendly and faster than existing systems. The
highly secured banking field can be made more secure by
using QR. This system does not require any technical pre-
requisite, which makes it user-friendly. The future
enhancement of this research is that the mobile camera and
banking server integration will be securely made, and in
further updates the security layers will be improved to the
next level, which will help the user with a scam-free
payment environment. We can also create an application
that will assist users in monitoring QR codes and deleting
them as needed so that they can keep track of recent scans.
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