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Abstract: Cyber-attacks have outstripped the sector's financial and human capabilities for analyzing and combatting new
cyber threats. With the growth of digital presence comes an increase in the amount of personal and financial information that
must be safeguarded. Indeed, cyber-attacks have the potential to completely ruin an organization's brand. The goal of this
research is to determine how artificial intelligence may be used to improve cyber security. In recent years, advances in
artificial intelligence have overtaken human competency in activities such as data analytics. The research team conducted a
systematic review of the current literature, using data from Google Scholar, Science Direct, Research Gates, and academic
journals and publications. While using artificial intelligence to guard against cyber threats has significant limitations, the study
concluded that the benefits outweigh the drawbacks. According to one expert, the speed and efficiency necessary to run Al
systems will almost certainly result in an increase in customer and company cyber security. Traditional scanning engines are
progressively taking the place of Al engines in cyber security.
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1. Introduction

Cyber-attack  protection  safeguards  computer
systems and networks, as well as their data, against
unauthorised access [1]. There are numerous approaches
to protect system networks, applications, and data from
harm, unauthorised access, and cyberpunk attacks. As
technology advances, new threats emerge. Artificial
intelligence (Al) has advanced rapidly in both academic
and industrial contexts since its beginnings [2]. Al is
revolutionising a variety of areas, including gaming,
manufacturing, healthcare, education, and natural
language processing. These benefits are evident in the
realm of cyber security, where Al is employed both
offensively and defensively. Cyber security is becoming
increasingly dependent on programming to solve data
leaks and improve system security while hackers
concentrate on imitating genuine human operations [3],
which is becoming an increasingly important part of
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Cyber security]. While the quantity and complexity
of cyberattacks are increasing, what concerns enterprises
and organisations the most is their lack of business
readiness [4]. Endpoint solutions based on enhanced
heuristics and signatures are expected to guard against
cyber-attacks to the tune of 85-95 percent [5].
Cybercrime has grown from a few malicious digital
scribbles to a multibillion-dollar global enterprise aimed
at major corporations, governments, financial institutions,
and individuals. According to recent studies, malicious
software developers can expect a return on investment of
1425 percent [6]. Criminals will always seek new ways to
penetrate networks in order to profit from such a lucrative
trade, driving the cyber security sector to innovate swiftly
in order to anticipate and resist emerging threats. The
growth of the internet has widened the reach of cyber
security and Al usage. Individuals, corporations, and
governments are targeted by hackers who develop more
complex software. These assaults include phishing,
password attacks, and malware attacks, among others.
Generally, incorporating Al improves cyber security [7].
By sorting and categorising events and threats, Al
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systems can assist in preventing cyber breaches, freeing
technicians of repetitive tasks [8]. An overview of Al in
cybersecurity and how it's used in the field, as well as
narrative literature reviews on the main threats Al is
trying to protect against.

The following sections are included: Section 2
discusses the role of artificial intelligence in cyber
security. Section 3 discusses recent trends in artificial
intelligence-related cyber security. Section 4 examines
the use of artificial intelligence in cyber security. Section
4 examines the benefits and drawbacks of utilising
artificial intelligence in cyber security. Section 5 comes
to an end.

2. Role of Artificial
Intelligence in Cyber

Security

In 1956, John McCarthy said that Al was the science
and engineering of making intelligent automata, such as
intelligent computer applications. It is concerned with
educating computers to act similarly to people in terms of
thinking, working, learning, and behaviour [9]. In the last
few years, Al has had a big impact on everything from
expert systems to computer vision to speech recognition
to robotics to biometric systems to the 10T [10]. Despite
its widespread use, human oversight is important due to
the potential for Al to be destructive [11]. Cybercrime
has become more prevalent, and daily online hacking
puts governments, banks, and international organisations
at risk. Artificial intelligence systems, because to their
variety and adaptability, can assist traditional cyber
security solutions in overcoming flaws [12]. While
artificial intelligence is already enhancing cyber security
[13], some worries persist. Artificial intelligence,
according to some, is becoming a greater threat to
humans [14]. Scientists and attorneys are concerned
about the growing significance of self-contained artificial
intelligence programmes in cyberspace, as well as their
ethical reasons [15]. It is possible to use Al systems to
make applications like network monitoring, financial
systems, and self-driving cars more wvulnerable to
hackers. As a result, it is vital to adhere to safe and sound
procedures and practises. Until now, artificial intelligence
has been used to bolster cyber security defences. Al's
superior automation and data processing capabilities
enable it to analyse massive amounts of data efficiently,
accurately, and rapidly. An artificial intelligence system
anticipates future attacks based on prior threats, even if
the attack mode changes [16]. Additionally, among other
benefits, Al systems can be trained to recognise threats
based on application behaviour and network activities
[17]. In the future, Al systems could be better at figuring
out new types of cyber-attacks than humans. This is
because Al systems are meant to learn and adapt to new
situations, and they are very good at noticing even the
smallest changes in network setups.
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3. Al Approaches for cyber
defence

Artificial intelligence has sought to tackle problems
that require human intelligence using a variety of ways.
Several of these techniques are based on well-defined
protocols. These approaches are frequently used in data
mining applications, an area of artificial intelligence.
Machine learning, neural networks, intelligent agents,
data mining, constraint resolution, expert systems, and
search are just a few of the classifications. We define
these categories and illustrate how they apply to cyber
security.

3.1 Artificial Neural Networks

Frank Rosenblatt invented the Artificial Neural
Network (ANN) in 1957 as a statistical learning model
that simulates the structure and function of the human
brain. An artificial neural network (ANN) is capable of
learning and solving problems in a wide variety of
difficult domains. It is capable of absorbing issues by the
integration of diverse neurons and the acquisition of
knowledge from any domain. ANNs have been applied to
cyber security at each of the four stages of integrated
security (a broad classification of cyber defence
frameworks): early warning, prevention, detection, and
reactive/response [14]. As previously stated, ANNs are
capable of detecting hostile intrusions into computer
networks in advance of their occurrence [15]. An ANN
must learn from prior network activity and attacks in
order to prevent future attacks. When applied to cyber
security, deep learning (DL) may detect suspicious as
well as genuine files automatically. This technique
outperforms other cyber defence strategies in terms of
threat detection.

The primary advantages of ANNs are their ability to
detect patterns in extremely non-linear issues and their
speed, in comparison to the manual approaches utilised
by security specialists with extensive expertise. Artificial
Neural Networks can determine what is normal and what
is not based on data that has already been transmitted
over the network. Network security tools such as
firewalls, network hubs, and intrusion detection systems
analyse network traffic using an artificial neural network
(ANN). By utilising a more advanced type of artificial
neural network (ANN), referred to as a deep neural
network (DNN) or "deep learning," you can protect
yourself from cyber threats and even forecast their
frequency. Hardware developments have increased the
capacity of network resources to process and store data,
making DNN a more viable option. By utilising field
programmable gate arrays (FPGAS), it is possible to
rapidly construct neural networks and adapt them to new
threats [16]. Spiking neural networks, which resemble
living neurons, are an excellent illustration of this. A
study demonstrated that an artificial intelligence-based
security application can employ DNN approaches to
forecast cyber threats with an accuracy of 85 percent.
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This DNN success paves the way for a new phase of
cyber security known as cyber-attack prediction. GANS,
feed forward neural networks, deep belief networks,
convolutional neural networks, limited Boltzmann
machines, stacked autoencoders, recurrent neural
networks, and ensembles of deep learning networks are
some of the most frequently used deep learning
algorithms in cyber security [18]. These algorithms are
referred to as "“standard" deep learning algorithms
(EDLN).

3.2 Security Systems

Expert systems are computer programmes that aid
humans in addressing difficult problems in a certain
domain. It consists of a knowledge base that stores
domain-specific information and a reasoning and
problem-solving engine [19]. Expert systems are used in
a wide variety of applications, including medical
diagnosis, financial analysis, and the internet. Expert
systems are available in a range of sizes, ranging from
modest technical diagnostic systems to enormous hybrid
systems capable of resolving complicated problems. An
expert system consists of two components: a knowledge
base for storing domain knowledge and an inference
engine for using that knowledge to generate responses
and possibly new knowledge. Expert systems, which are
deductive in nature, are used to resolve a wide variety of
problems. Case-based reasoning (CBR) resolves
difficulties by recalling previous similar cases and
adapting the solution to the present problem case. The
new answers are then evaluated and modified, hence
boosting the system's accuracy and learning ability. RBS
addresses problems by enforcing expert-defined rules.
Conditions and acts are the two components of rules. The
conditional component of a problem is analysed first,
followed by the action component. To defend against
cyber-attacks, a set of rules must be followed. If a
process is known and safe, the security system considers
it secure; otherwise, it flags it as a threat and terminates
it. If no such process is located in the knowledge base,
the system determines the machine's state using inference
engine rules. They are classified as serious, mild, or safe
by the machine. The system tells management or the user
of the machine's state, which is then inferred using the
knowledge base.

3.3 Bio-Inspired Algorithms

The field of artificial intelligence known as bio-
inspired computing is a relatively new one. It makes use
of clever algorithms and approaches to simulate bio-
inspired behaviours and features in order to solve
complex academic and real-world challenges. Ant
Colony Optimization (ACO), Evolution Strategies (ES),
Artificial Immune System (AIS), Particle Swamp
Optimization (PSO), and Genetic Algorithms are all
examples of biologically inspired cyber security solutions
(GA). Scientists are growing more confident in their
ability to classify computer ailments using bio-inspired
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methodologies. These techniques were used to optimise
the classifier's features and parameters. PSO and GA, for
example, were utilised to improve malware detection in
[23, 24]. In one study [25], intrusion detection was
accomplished using GA and fuzzy logic. The GA was
used to forecast a network's traffic behaviour over a
certain time period. Additionally, fuzzy logic was used to
determine the anomaly of a network instance. The test
discovered 96.53 percent accuracy and 0.56 percent
erroneous notices while using university network traffic.

3.4 Intelligent Agents

It is a self-contained creature with its own internal
decision-making machinery and individual goals. It
monitors the domain with sensors and directs its
operations to accomplish its objectives. Intelligent beings
can also acquire and utilise information [17]. They may
be responsive when communicating with other
autonomous agents, comprehending and responding to
changes in their domain. This enables them to gradually
adjust to their surroundings [21] through observation and
communication. 1A is designed to safeguard against
DDosS attacks. Using mobile intelligent agents to create
an artificial "digital police” is a powerful technique for
utilising agents to address massive cyber threats [16].

3.5 Search

Searching is a typical critical thinking technique that
can be applied in a variety of circumstances. It is a
problem-solving method that people employ on a regular
basis. Prior to performing a general search algorithm in
its formal structure, it is necessary to gain a basic
understanding of the search method. Almost every
intelligent software includes a search algorithm, and the
effectiveness of the search algorithm has a substantial
effect on the program’s overall performance. Numerous
search algorithms have been created that take into
account the particular information associated with the
problems. While artificial intelligence has created
numerous search methods, such as the -search estimation,
these techniques are rarely used. Search estimate was
created for PC chess. When two adversaries adopt their
most ideal activities, this strategy benefits primitive
leadership [1].

4. Advantages and Challenges
of Al in Cyber Security

Despite the numerous benefits and applications of
artificial intelligence in cyber security, there are certain
disadvantages. These are the negative aspects of artificial
intelligence for cyber security. Several advantages are
listed below.

According to a [26] analysis of the benefits of Al in
cyber security, organisations who implement Al see
significant benefits. Two out of every three organisations
experienced a rise in the return on investment (ROI)
associated with cyber security products. Siemens AG, a
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global pioneer in electrification, automation, and
digitalization, operates its Siemens Cyber Defense Center
on Amazon Web Services (AWS) (CDC). The Al could
evaluate 60,000 potential threats every second. Due to the
artificial intelligence deployed, this capability can be
managed by a team of fewer than a dozen employees
without impairing system performance. By analysing and
adjusting to existing hazard patterns, organisations can
learn and adapt to upcoming dangers when they use Al in
cyber security [26]. This significantly decreases the time
and effort necessary to identify and evaluate issues.
Administrators assert that the cost of identifying and
responding to intrusions has decreased as a result of
artificial intelligence. Avoiding cyber-threats requires
fast action. Costs are lowered by an average of 13% in
businesses. Artificial intelligence (Al) holds potential as
the cyber security landscape rapidly shifts away from
identification, manual reaction, and mitigation toward
automated mitigation. Al is capable of detecting minute
changes in the extensibility of an attack. Historically,
technology has concentrated on known intruders and
incursions, leaving openings for unexpected intrusions.
Smart technology overcame the shortcomings of early
security solutions. For instance, the privileged intranet's
actions can be monitored, and any alterations to
privileged access operations may constitute a threat.
Artificial intelligence enables security professionals to
thwart attackers in their tracks. Dark Trace,
headquartered in the United Kingdom, using machine
learning to identify patterns and potential cybercrime in
industries including manufacturing, retail, energy, and
transportation. This is critical as cyber-attacks become
more sophisticated and intruders develop new techniques.
Al can handle massive amounts of data and improve
network security by constructing self-contained security
systems capable of detecting and responding to assaults.
Security alerts sent on a regular basis have the potential
to significantly alter security groups. Automatic intrusion
detection and response has significantly decreased the
workload of security specialists and is more effective at
spotting threats than other approaches. Network security
professionals face significant challenges in managing and
identifying huge volumes of security data created and
disseminated across the network on a daily basis. As a
result, Al may contribute to the extension of surveillance
and detection of potentially illegal activity. This enables
network security specialists to respond more swiftly to
changing scenarios than they could with manual analysis.
With time, Al-based security systems can improve their
response to threats. On the basis of application and
network activities, Al assists in the detection of assaults.
The artificial intelligence-based security system learns
normal traffic patterns and establishes a baseline level of
activity. As a result, every divergence from the
established norm is regarded as an attack.

To build an Al system, a vast number of input
samples are required. Obtaining and processing samples
requires considerable time and effort. The fundamental
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system necessitates a large amount of memory,
computing power, and data. Costly expertise is required
to apply this technique. The end client is subjected to
several false alerts. It upsets businesses by delaying
essential responses, impairing their efficiency. Fine-
tuning is a trade-off between false alarm reduction and
security. Attackers may target Al systems through
adversarial inputs, model theft, and data poisoning.
Perception, learning, decision-making, and action are all
components of integrated artificial intelligence systems.
These systems operate in a complicated context in which
individual components must interact and rely on one
another (e.g., misperception may lead to inconsistent
decisions). While perception is susceptible to training
attacks, judgments are susceptible to common cyber
vulnerabilities [11]. Finally, consistency is not only
logical: additions and uncertainties necessitate constraints
on each element in order to maintain the system's
integrity. Both the Al and machine learning components
must be independently validated for logical consistency,
decision theory, and risk analysis. Establishing system
expectations and responding to risks necessitates the
development of unique solutions. Artificial intelligence
poses a new threat to cyber security. Due to the fact that
Al technology is capable of successfully detecting and
thwarting cyber intrusions, attackers have become more
sophisticated. This is partly due to the fact that improved
Al and machine learning tools reduce the cost of
developing and deploying technology. Without much
effort or money, illicit users can construct sophisticated
and adaptive malicious software. These issues have
exacerbated the difficulty of combating cybercrime. One
of the lesser-known Al-related cyber security dangers is
human complacency. When an organisation uses Al and
machine learning to secure its networks, staff may be less
conscious of the importance of prevention. The
significant risk posed by complacent and uneducated
personnel has long been recognised.

5. Conclusion

As a result of modern ICT, new cyber security
problems have evolved. Techniques based on earlier
attacks do not appear to be successful any longer. Cyber
threats' increasing complexity needs the development of
new optimum, scalable, and elastic solutions. The
purpose of this research is to examine the use of artificial
intelligence (Al) in cyber security. We discussed deep
learning, or DNN, expert systems for security, search,
and bioinspired cyber security solutions. Malware
detection and prevention, intrusion detection and
prevention, DDoS protection, and other areas where
artificial intelligence impacts cyber security are just a few
examples. Additionally, we examined the advantages and
disadvantages of artificial intelligence in cyber security.
Among the benefits include faster and more accurate data
handling; lower costs for securing organisations'
important data and resources; and better return on
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investment for Al-powered cyber security systems.
Concerns with Al use for cyber security include hostile
Al attacks and human complacency. Despite the
difficulties associated with the increasing use of Al in
cyber security, the benefits are believed to outweigh the
risks. Humans are still essential in cyber security.
Because of this, more and more experts are
recommending that organisations add Al to their cyber
security operations centers.
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