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Abstract: Malware is a computer program developed with the intent of disrupting, stealing, and compromising a
computer system. In recent advances in technology and internet use, malware has become the major problem in
computer society. In this research, an optimal K-nearest Neighbor (KNN) based malware detection and
classification model is proposed. The proposed malware detection model is based on application programming
interface (API) call sequence analysis and classification. The dataset is collected from an online Kaggle data
repository which consists of 42,797 malicious application programming interface (API) call sequences and 1,079
non-malicious application programming interface (API) call sequences. The Nearest Neighbor (KNN) algorithm is
applied to the dataset to create a model that detects malware. Finally, the accuracy of the proposed KNN based
malware detection model is evaluated, and the result shows that the accuracy of 98.17% is achieved in the
detection of malware using the model. The proposed model is significantly essential for detecting real-time
intrusion on computer systems.
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1 . Introduction classifier can unknown observatio_n '_co a giv_er) class or group.
Before training, the dataset is split into training and test set;
then, the machine learning algorithms are trained on the
training set and test on the test set. By employing different
machine learning algorithms, a model that detects malware
based on the previous association rule and characteristics of
the algorithm can effectively detect unknown malware. This
study is aimed at answering the following research questions:
1) How to develop a malware detection model with a KNN
algorithm with an acceptable level of accuracy?

What is the accuracy of KNN on malware detection?
How can we find the optimum K value in KNN to
optimize the efficiency of KNN on malware detection?
In upcoming sections, the study discusses the related
works and summarizes the previous work. Section 3
discusses research methodology, and in section 4, the
results and research findings are discussed. Finally,

Malware is a computer program developed to
disrupt the normal function of a system or a network. In
recent years, due to widespread malware in the network,
network security incidents are increasing day by day [1]. To
mitigate the damage caused by the malware, different
software programs such as antimalware are developed. The
existing malware detection approaches are signature-based
malware detection systems that cannot detect unknown
malware [2]. The rules of application, programming interface 2)
(API) call sequence of malware, and their variants machine 3)
learning models are developed to overcome the current
malware detection systems' problems to learn the new
features based on the previous observation given during the
training phase to the learning algorithm.

Classification refers to the mapping of observation
in the data repository to the predefined class or group. Based
on the particular observation features in the data repository, a
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section 5 discusses the conclusion and claims reached by
the study.

2. Related Work

Machine learning algorithms and machine learning
applications have become essential to signature-based
malware detection [4-13]. In signature-based malware
detection, supervised machine learning algorithms are trained
using malware behaviors so that the algorithm can detect
unknown activity as malicious or non-malicious. In this
section, some of the research conducted by the researcher on
solving and dealing with signature-based malware detection
is discussed.

In [3], data mining-based APl call sequence
identification is proposed to identify an API call as malware
or legitimate activity. The API provides the interface through
which different programs interact with each other. The
operating system APIs provide the interface via which a
program interacts with the system. When a program performs
some activity, such as writing or opening a file, the operating
system API is used to perform the required operation to
permit the process. In the same way, malware programs use
system APIs to perform illegitimate functions or actions on
the system. The authors trained KNN, Naive Bayes, and
Decision tree algorithm to API dataset, and each algorithm's
performance is tested against malware detection accuracy.
The result shows that the Naive Bayes algorithm better
understands malware detection compared to the KNN and
decision tree algorithm.

In [4], KNN and Naive Bayes-based hybrid
approach is proposed for malware detection. The malware
detection accuracy of the unique algorithm and hybrid model
is compared, and the result shows that the hybrid system is
better on malware detection. Based on the literature survey,
we have a thorough understanding of state of the art in
malware detection and noted that malware detection requires
a highly accurate and better perfuming model for the
malware to be detected with higher precision the problem to
be minimized. Thus, this study focused on improving the
existing work by designing and implementing an optimized
KNN neighbor-based model for malware detection.

3. Methodology

The data repository used in this research is collected
from an online kaggle malware dataset. Malicious activities
and their critical APl call sequence pattern are used to
classify an API call sequence as negative behavior on-
malicious behavior. The KNN algorithm is applied to the
collected data repository to create the model for malware
detection by classifying the API call sequences into
malicious and non-malicious classes based on the class labels
given to the algorithm as input during the training. The data
repository consists of 43,876 observations. Each in the data
repository has 3 attributes, namely, hash description, API call
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type, and class label. Each of the attributes of the
observations is summarized in table 1.

3.1.K-nearest neighbor algorithm

The K-nearest neighbor model is a distance-based
learning algorithm widely implemented for classification
tasks with a lower dataset [5-6].

2-Nearest neighbor
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Fig. 1. 2-Nearest neighbor classifier
K-nearest neighbor works by calculating the distance
between a data point and classes. A given data point is
classified as malware or not malware class based on the
distance between the data point and the classes; the closer
distance is selected. As shown in figure 1, the stars indicate
data points. The lines are the Euclidean distance between the
data point and the classes, namely the red triangles indicating
malware class and the blue circles show not malware class.
The Euclidean distance measure used to define the distance
between a given data point and class is defined as follows:
Distance{(x0,y0), (x1,y1)} =
J(x1 —x0)% + (y1 —y0)? ¢))
Where x0,x1,y0,y1, are data points.

Table 1: API dataset features

Attribute Description
Hash description | An MD?5 hash of the example Type: 32
bytes string
API call type Integer (0-306)
Class label Integer: 0 (non-malware) or 1 (Malware)

4. Results and Discussion

In this section, the performance of the proposed
malware detection model is analyzed. The analysis of the
model's performance is performed using the accuracy and
classification errors for different values of K. the accuracy
and classification error for the proposed model on malware
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detection are discussed in section 4.1 and section 4.2,
respectively.

4.1. Accuracy vs. k-value

The accuracy of the KNN algorithm depends on K.
the malware detection error by the proposed model is shown
in figure 1. As shown in figure 2, the error rate is high when
higher K values are used. The highest error rate is at a K
value of 39, and the malware detection error is lowest when
the K value is 3.

Error Rate K Value
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Fig. 2. Errors by the model for K values between 1 and 40

The error rate for the proposed KNN algorithm for
different values of k between 1 and 40 is shown in figure 2.
As shown in figure 2, the error rate is slightly increased when
larger K values are used for training the proposed KNN
model. Thus, with an increase in K value, the performance of
the proposed model tends to decrease. The lower error rate
indicates better malware detection accuracy. The maximum
possible malware detection accuracy is achieved when a
smaller value is used for training the model. The highest
malware detection accuracy is achieved when K=3 is used in
preparing the model. We have employed a grid search
method for finding the optimal K value with for loop, testing
the cross-validation accuracy against each value of K from
K=1 to K=40, as shown in figure 2.

4.2. Classification error

We have experimented on the proposed model for
testing overfitting. The model overfitting is tested with a
learning curve—overfitting results when a model fits nicely
on the training set and cannot generalize on the test set. The
learning curve for the proposed KNN based malware
detection model is demonstrated in figure 3. As shown in
figure 3, the test error is above the training error, indicating
that the training error is lower than the test error. Thus, the
model performs with lower error in training or performs
higher than the test, indicating that the model is not suffering
from overfitting. Moreover, we observe from figure 3 that
the test error is below 0.0235, which shows that the model
performs with 99.97% accuracy on testing.
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Fig. 3. The learning curve of the proposed model

4.3. Discussions

The training and test accuracy of the proposed
model on neighbors' different values is shown in figure 4. As
shown in figure43, the test and training accuracy of the
model on malware detection has the lowest performance of
detection accuracy when K=2, and the highest efficiency on
malware detection is achieved when the value of K=3. As
demonstrated in figure 4, the training and test accuracy of the
malware detection model gets lower for the higher K values.
There is a slight decrease in both the training and test
accuracy on malware detection for higher values of K. in
contrast to the learning curve, which shows error rate for
both training and validation; the accuracy-test shows the
performance of classification accuracy for the proposed
model. We observe from figure 4 that the classification
accuracy drops with an increase in the values of K,
particularly when the k value increases beyond 3. Initially,
the accuracy looks highest due to overfitting, but the latter
gets higher at K=3.
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Fig. 4. K value and the training and test accuracy
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4.4, Comparative study

This section compares the proposed model with
exiting work. The results obtained in previous work is
compared with the result achieved in this work. For
comparison, we have employed accuracy as a performance
measure or comparison criteria. Table 2 demonstrates the
result achieved in this study and the development obtained
by other researchers in the existing work of literature.

Table 2: Comparative study with existing work

Existing and | Algorithm Accuracy in %
proposed work | employed
[10] KNN 97
[12] SVM 92
[13] SVM 87
proposed work KNN 98.17

5. Conclusion and Future Scope

This study proposed a signature-based malware
detection model based on application programming interface
(API) call sequence behavior classification and analysis by
employing K-Nearest Neighbour (KNN) algorithm on a
dataset collected from the online Kaggle data repository. The
accuracy of the proposed malware detection model is tested,
and the result shows that the model has 98.17% performance
on malware detection. Moreover, the grid search method is
employed to find the optimal k value for achieving higher
classification accuracy. The K value that provides the highest
maximum possible accuracy on malware detection for KNN
is analyzed. Overall, the proposed model is efficient when the
K value of 3 is used when the KNN model is trained on the
malware dataset.
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