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Abstract: - Online voting system is an electronic way of choosing leaders via internet. In traditional voting 

system, the voters need to reach the booth place and wait in a long queue during peak time to cast their votes. 
The main drawback faced in manual voting system is some other politicians involve in illegal activities to give 
duplicate votes. The security is also low in the manual voting system. To overcome all these problems, the 
solution can be building an online voting system. The technologies such as Facial Recognition and Block chain 
Methodology helps reduce these problems. In online voting system, the 2-step verification is achieved. The 
Voter ID and other personal details will be captured and stored in secure database. After user credentials, the 
user need to provide OTP for verification and biometric verification such as facial recognition before casting 
vote to know the particular individual. And then the backend working and storing the database of each user’s 
details and casted votes will be maintained using block chain technology. The main aim of the project is to bring 
more secured, user-friendly, and flexible online voting system to all the citizens of India. 

Keywords- Online voting system, Voter ID, Facial recognition, Block chain, Security, Aadhaar Database, 

Mobile phones, Cryptographic, Blocks, and Networks. 

 

1. Introduction 

     Both India and its neighbouring nation are democratic. 
With the Aadhaar card, a digital ID, all Indian citizens are 
now a part of the growing digital India.In olden days, votes 
are counted by hands. Then paper voting system was 
introduced and then the punch card system came into 
existence. Now the voting system evolved into electronic 
voting. The current election system is manually operated. 
To vote for a candidate, the voter must visit booths, 
wasting time. As a result, a lot of people don't go out and 
vote, which is one of the most important and worrying 
factors. Each and every vote matters in a democracy. Our 
online system that reduces voter fraud and improves voting 
and counting efficiency and transparency can replace this 
traditional method.  The online voting system 
improves the process of voting by developing a highly 
secured application with many levels of authentication thus 
providing an efficient and flexible way of voting from any 
remote place.This eliminates any intermediates in the 
process of election and also to overcome any difficulty 

caused due to the damage of the voting machines due to 
lack of attention, elderly people cannot visit the booth to 
poll, lack of security and false votes, low reliability, high 
cost and voter intimidation. Conclusively, to overcome the 
drawbacks and challenges in traditional election system, 
blockchain technology is used to offer reliable voting 
system with ease of use.It also improves voting by 
providing user-friendly Mobileinterface. The cost, effort 
and time will be highly reduced. Voters can cast their votes 
from anywhere. Fraud, corruption, voter intimidation will 
be eliminated on using this system. 

1.1 Problem Statement  

    There are several disadvantages associated with the 
traditional voting system, including time consumption, 
excessive paper usage, lack of involvement from higher 
officials, machine damage due to negligence, inability to 
update and edit multiple items at once, geographical 
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constraints forcing people to visit voting booths, limited 
accessibility for elderly individuals, insufficient security 
measures, and potential for fraudulent voting. These issues 
collectively contribute to lower voter turnout and a lack of 
appreciation for the significance of choosing one's 
representative.  

1.2 Background 

The block chain is an advanced database mechanism 
that allows sharing information over the network. The 
block chain offers a back-end. Initially the block chain 

contains chain of blocks which are connected by 
cryptographic connection. Each block has hash, timestamp, 
and transaction data of present and previous block. 
Whenever the transaction was made the block updates its 
data with new set of information. The Block Chain has 
distributed blocks which are connected by a Cryptographic 
connection. Each Block contains multiple nodes in it. The 
voters voting data are stored in multiple nodes of block 
chain. So, it cannot be easily modified. Whatever data 
which passed on to the block was decentralised encrypted. 
Therefore, it can withstand manipulation and fraudulent 
activities. 

2. Proposed System 

The user provides their details during registration with 
the Online Voting page. The user details will get stored in 
the Database which is secure. The Block Chain consists of 
many blocks which are connected in the form of a Chain. 
The connection is done with the help of Cryptographic 
connection. Each block is having its own hash, timestamp 
and transaction data of present and previous block. The 
user provides their details and gets registered with the 
Voting Page and the data will be stored in the secure 
database. The secured database data also passed on to the 
block chain and the information is stored in multiple 
blocks and gets connected with each other. When the user 

wants to cast their vote, the need to login to the system, the 
details will get verified with the Secure Database and then 
the details will be sent to Peer-to-Peer (P2P) network, this 
network was connected with the block chain. Whenever 
the user sends their details, it is passed to the Block chain 
via P2P Network. The voters voting data will be stored in 
multiple nodes of block chain. Whenever the user made a 
transaction that will be validated and verified. And the 
verified data will be passed on to the multiple notes so that 
the data cannot be easily modified. The block chain 
concept is mainly used to get away from malicious 
activities such as fraudulent and manipulation of data. All 
data in block chain. 

Figure 1. Previous hash in Block n 
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Figure 2. Block diagram of the proposed model 

 3. System Implementation 

  The user provides their details such as name, 
phone number, and email-id and voter id. While 
registration itself the user can set their Password by setting 
their Password and Confirm password. After registration 
the user can login to the system using username as voter Id 
and Password. After Login, OTP will be sent to their 
registered email-id and mobile number. After verifying the 
OTP, the face recognition will be done by enabling the 
front camera in the mobile. After verifying with the facial 
recognition, the user can view the voting page; there they 
can cast their votes. After Voting, Voting Successful 
message will be displayed.  

Figure 3: Registration Page for iVote: This is a webpage 
where a user can register to use the iVote online voting 
system. The user may have to provide their personal 
information, such as their name, address, and voter ID 
number. 

 
 

Figure 3 Registration Page for iVote 

 

 

Figure 4 Login page for iVote 

 

 

 

Figure 5 Verify OTP for iVote 
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Figure 6 Face scan for iVote. 

 

Figure 7 Voter list symbol for iVote 

The mentioned lines are referring to different pages and 
features of an online voting system called iVote: Figure 4: 
Login page for iVote: This is a webpage where a registered 
user can log in to the iVote system using their credentials, 
such as their email ID and password. Figure 5: Verify OTP 
for iVote: OTP stands for One-Time Password, which is a 
temporary password sent to the user's mobile number or 
email ID to verify their identity. This is a webpage where 
the user can enter the OTP sent to them to authenticate 
their login. 

      Figure 6: Face scan for iVote: This is a feature that 
uses facial recognition technology to verify the user's 
identity. The user is required to take a selfie or upload a 
photo of their face, which is then compared with the photo 
on their voter ID card to confirm their identity. Figure 7: 
Voter list symbol for iVote: This is a symbol or icon that 
represents the list of registered voters in the iVote system. 
The symbol may be used to help users locate and access 
the list of voters who are eligible to vote in a particular 
election. 

4. Results 
 
4.1  Benefits of our system over current system 

4.1.1. Decentralized database  

 Blockchain based technology is decentralized, the 
voting details are stored in multiple nodes, which leaves no 
place for tampering. 

4.1.2. Security 

 Voters can come and enter their biometric details, 
and a hash key will be generated for them to login and 
vote, preventing any intervention. And the transaction 
timestamp is recorded on a block. 

4.1.3. Transparency 

  Ensures all transactions are transparently viewed 
at each node which, in turn, has a copy of the blockchain. 
This implies that anybody may count the votes but no one 
knows who voted to whom. 

4.1.4. Encryption  

 Sends a single cryptocurrency or token to each 
eligible voter. Each candidate contesting the election will 
have a unique wallet address. Voting is done by sending 
their crypto to the candidate of their choice. 

4.1.5. Immutability  

 Any validated records are immutable, cannot be 
changed, no deletion or updation is possible, making 
fraudulent voting very difficult. 

 5. Conclusion 

  Online Voting System has more advantages than 
traditional voting system. Though it works with the help of 
Internet facility, the security is ensured. The security was 
achieved with the Block Chain mechanism. The 
manipulation of data cannot be done as the data will be 
sent to the multiple nodes of a block chain which are in the 
encrypted and hash form. Therefore, the highest level of 
security and privacy was maintained. Provide voting 
security, privacy, proper authentication and 
processing.There is low risk of human and mechanical 
error.  
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