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Abstract: An ad hoc sensor wireless network has been drawing interest among the researches in the direction sensing 

and pervasive computing. The security work in this area is priority and primarily focusing on denial of communication at the 

routing or medium access control levels. In this paper the attacks which are mainly focusing on routing protocol layer that 

kind of attacker is known as resource depletion attacks. These “Vampire” attacks are not impacting any specific kind of 

protocols. Finding of vampire attacks in the network is not a easy one. It’s very difficult to detect, devastating .A simple 

vampire presenting in the network can increasing network wide energy usage. We discuss some methods and alternative 

routing protocols solution will be avoiding some sort of problems which causing by vampire attacks. 

 

Keywords: Sensor Networks; Wireless Networks; Ad hoc Networks; Routing Protocols. 

 

——————————      —————————— 

1. INTRODUCTION 
 

An ad hoc wireless network is a collection of wireless 

mobile nodes that self-configure to form a network 

without the aid of any established infrastructure, as 

shown in without an inherent infrastructure, the mobiles 

handle the necessary control and networking tasks by 

themselves, generally through the use of distributed 

control algorithms. Multihop connections, whereby in-

termediate nodes send the packets toward their final 

destination, are supported to allow for efficient wireless 

communication between parties that are relatively far 

apart. Ad hoc wireless networks are highly appealing 

for many reasons. They can be rapidly deployed and 

reconfigured. They can be tailored to specific applica-

tions, as implied by Oxford’s definition. They are also 

highly robust due to their distributed nature, node re-

dundancy, and the lack of single points of failure.  

An ad hoc network typically refers to any set of net-

works where all devices have equal status on a network 

and are free to associate with any other ad hoc network 

device in link range. Ad hoc network often refers to a 

mode of operation of IEEE 802.11 wireless networks. 
  

Vampire attacks are not protocol-specific, in that they 

do not rely on design properties or implementation 

faults of particular routing protocols, but rather exploit 

general properties of protocol classes such as link-state, 

distance-vector, source routing, and geographic and 

beacon routing. Neither do these attacks rely on flood-

ing the network with large amounts of data, but rather 

try to transmit as little data as possible to achieve the 

largest energy drain, preventing a rate limiting solution. 

Since Vampires use protocol-compliant messages, these 

attacks are very difficult to detect and prevent. 

A. Protocols and assumptions 
 

In this paper we consider the effect of Vampire at-

tacks on link-state, distance-vector, source routing and 

geographic and beacon routing protocols, as well as a 

logical ID-based sensor network routing protocol pro-

posed by Parno et al.  [53]. While this is by no means an 

exhaustive list of routing protocols which are vulnerable 

to Vampire attacks, we view the covered protocols as an 

important subset of the routing solution space, and 

http://en.wikipedia.org/wiki/IEEE_802.11
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stress that our attacks are likely to apply to other proto-

cols. 

 

All routing protocols employ at least one topology dis-

covery period, since ad-hoc deployment implies no 

prior position knowledge. Limiting ourselves to immut-

able but dynamically-organized topologies, as in most 

wireless sensor networks, we further differentiate on-

demand routing protocols, where topology discovery is 

done at transmission time, and static protocols, where 

topology is discovered during an initial setup phase, 

with periodic re-discovery to handle rare topology 

changes. Our adversaries are malicious insiders and 

have the same resources and level of network access as 

honest nodes. Furthermore, adversary location within 

the network is assumed to be fixed and random, as if an 

adversary corrupts a number of honest nodes before the 

network was deployed, and cannot control their final 

positions. Note that this is far from the strongest adver-

sary model; rather this configuration represents the av-

erage expected damage from Vampire attacks. Intelli-

gent adversary placement or dynamic node compromise 

would make attacks far more damaging.  
B. Classification 
 

The first challenge in addressing Vampire attacks is 

defining them — what actions in fact constitute an at-

tack? DoS attacks in wired networks are frequently cha-

racterized by amplification  [52,54]: an opposition can 

amplify the resources it spends on the attack, e.g. use 

one minute of its own CPU time to cause the victim to 

use ten minutes. However, consider the process of 

routing a packet in any multi-hop network: a source 

composes and transmits it to the next hop toward the 

destination, which transmits it further, until the destina-

tion is reached; consuming resources not only at the 

source node but also at every node the message moves 

through. If we consider the cumulative energy of an 

entire network, amplification attacks are always possi-

ble, given that an adversary can compose and send mes-

sages which are processed by each node along the mes-

sage path. So, we must drop amplification as our defini-

tion of maliciousness and instead focus on the cumula-

tive energy consumption increase that a malicious node 

can cause while sending the same number of messages 

as an honest node. 

We define a Vampire attack as the composition and 

trans-mission of a message that causes more energy to 

be consumed by the network than if an honest node 

transmitted a message of identical size to the same des-

tination, although using different packet headers. We 

measure the strength of the attack by the ratio of net-

work energy used in the benign case to the energy used 

in the malicious case, i.e. the ratio of network-wide 

power utilization with malicious nodes present to ener-

gy usage with only honest nodes when the number and 

size of packets sent remains constant.  

C. Overview 
 

In the remainder of this paper, we present a series of 

increasingly damaging Vampire attacks, evaluate the 

vulnerability of several example protocols, and suggest 

how to improve resilience. In source routing protocols, 

we show how a malicious packet source can specify 

paths through the network which are far longer than 

optimal, wasting energy at intermediate nodes that for-

ward the packet based on the included source route. In 

routing schemes where forwarding decisions are made 

independently by each node (as opposed to specified by 

the source), we suggest how directional antenna and 

wormhole attacks  [30] can be used to deliver packets to 

multiple remote network positions, forcing packet 

processing at nodes that would not normally receive 

that packet at all, and thus increasing network-wide 

energy expenditure.  

In our first attack, an adversary composes packets 

with purposely introduced routing loops. We call it the 

carousel attack, since it sends packets in circles as shown 

in Figure  1(a). It targets source routing protocols by 

exploiting the limited verification of message headers at 

forwarding nodes, allowing a single packet to repeated-

ly traverse the same set of nodes.  

 
2 .RELATED WORKS 

Current work in minimal-energy routing, which aims 

to increase the lifetime of power-constrained networks 
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by using less energy to transmit and receive packets (e.g. 

by minimizing wireless transmission distance)  [11, 15, 

19,  63], is likewise orthogonal: these protocols focus on 

cooperative nodes and not malicious scenarios. Addi-

tional on power-conserving medium access control 

(MAC), upper-layer protocols, and cross-layer coopera-

tion  [24, 34, 43, 45, 66, 67, 69, 77]. However, Vampires 

will increase energy usage even in minimal-energy 

routing scenarios and when power-conserving MAC 

protocols are used; these attacks cannot be prevented at 

the MAC layer or through cross-layer feedback. Attack-

ers will produce packets which traverse more hops than 

necessary, so even if nodes spend the minimum re-

quired energy to transmit packets, each packet is still 

more expensive to transmit in the presence of Vampires. 

Our work can be thought of attack-resistant minimal-

energy routing, where the adversary’s goal includes 

decreasing energy savings. 

Other work on denial of service in ad-hoc wireless 

net-works has primarily dealt with adversaries who 

prevent route setup, disrupt communication, or prefe-

rentially establish routes through themselves to drop, 

manipulate, or monitor packets  [14,  28, 29, 36, 78]. The 

effect of denial or degradation of service on battery life 

and other finite node resources has not generally been a 

security consideration, making our work tangential to 

the research mentioned above. Protocols that define se-

curity in terms of path discovery success, ensuring that 

only valid network paths are found, cannot protect 

against Vampire attacks, since Vampires do not use or 

return illegal routes or prevent communication in the 

short term. 

 

We do not imply that power draining itself is novel, 

but rather that these attacks have not been rigorously 

defined, evaluated, or mitigated at the routing layer. A 

very early mention of power exhaustion can be found in  

[68], as “sleep deprivation torture.” As per the name, the 

proposed attack prevents nodes from entering a low-

power sleep cycle, and thus depletes their batteries fast-

er. Newer research on “denial-of-sleep” only considers 

attacks at the medium access control (MAC) layer  [59]. 

Additional work mentions resource exhaustion at the 

MAC and transport layers  [60, 75], but only offers rate 

limiting and elimination of insider adversaries as poten-

tial solutions. Malicious cycles (routing loops) have been 

briefly mentioned  [10,  53], but no effective defenses are 

discussed other than increasing efficiency of the under-

lying MAC and routing protocols or switching away 

from source routing. 

Even in non-power-constrained systems, depletion of re-

sources such as memory, CPU time, and bandwidth 

may easily cause problems. A popular example is the 

SYN flood attack, wherein adversaries make multiple 

connection requests to a server, which will allocate re-

sources for each connection request, eventually running 

out of resources, while the adversary, who allocates mi-

nimal resources, remains operational (since he does not 

intend to ever complete the connection handshake). 

Such attacks can be defeated or attenuated by putting 

greater burden on the connecting entity (e.g. SYN coo-

kies  [7], which offload the initial connection state onto 

the client, or cryptographic puzzles  [4,  48, and 73]). 

These solutions place minimal load on legitimate clients 

who only initiate a small number of connections, but 

deter malicious entities who will attempt a large num-

ber. Note that this is actually a form of rate limiting and 

not always desirable as it punishes nodes that produce 

bursty traffic but may not send much total data over the 

lifetime of the network. Since Vampire attacks rely on 

amplification, such solutions may not be sufficiently 

effective to justify the excess load on legitimate nodes. 

 

While this strategy may protect against traditional 

DoS, where the malefactor overwhelms honest nodes 

with large amounts of data, it does not protect against 

“intelligent” adversaries who use a small number of 

packets or do not originate packets at all. As an example 

of the latter, Aad et al. show how protocol-compliant 

malicious intermediaries using intelligent packet-

dropping strategies can significantly degrade perfor-

mance of TCP streams traversing those nodes  [2]. Our 

adversaries are also protocol-compliant in the sense that 

they use well-formed routing protocol messages. How-
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ever, they either produce messages when honest nodes 

would not, or send packets with protocol headers differ-

ent from what an honest node would produce in the 

same situation. 

 

Another attack that can be thought of as path-based is 

the wormhole attack, first introduced in  [30]. It allows 

two non-neighboring malicious nodes with either a 

physical or virtual private connection to emulate a 

neighbor relationship, even in secure routing systems  

[3]. These links are not made visible to other network 

members, but can be used by the colluding nodes to 

privately exchange messages. Similar tricks can be 

played using directional antennas. These attacks deny 

service The network is composed of 30 nodes and a sin-

gle randomly-positioned Vampire. Results shown are 

based on a single packet sent by the attacker by disrupt-

ing route discovery, returning routes that traverse the 

wormhole and may have artificially low associated cost 

metrics (such as number of hops or discovery time, as in 

rushing attacks  [31]).  

 
3. ATTACKS ON STATEFUL PROTOCOLS 

Routes in link-state and distance-vector networks are 

built dynamically from many independent forwarding 

decisions, so adversaries have limited power to affect 

packet forwarding, making these protocols immune to 

carousel and stretch attacks. In fact, any time adversa-

ries cannot specify the full path, the potential for Vam-

pire attack is reduced. However, malicious nodes can 

still misforward packets, forcing packet forwarding by 

nodes that would not normally be along packet paths. 

For instance, an adversary can forward packets either 

back toward the source if the adversary is an interme-

diary or to a non-optimal next hop if the adversary is 

either an intermediary or the source. 

We now move on to stateful routing protocols, where 

network nodes are aware of the network topology and 

its state, and make local forwarding decisions based on 

that stored state. Two important classes of stateful pro-

tocols are link-state and distance-vector. In link-state 

protocols, such as OLSR  [12], nodes keep a record of the 

up-or-down state of links in the network, and flood 

routing updates every time a link goes down or a new 

link is enabled. Distance-vector protocols like DSDV  

[55] keep track of the next hop to every destination, in-

dexed by a route cost metric, e.g. the number of hops. In 

this scheme, only routing updates that change the cost 

of a given route need to be propagated. 

 

While this may seem benign in a dense obstacle-free 

topology, worst-case bounds are no better than in the 

case of the stretch attack on DSR. For instance, consider 

the special case of a ring topology: forwarding a packet 

in the reverse direction causes it to traverse every node 

in the network (or at least a significant number, assum-

ing the malicious node is not the packet source but ra-

ther a forwarder), increasing our network-wide energy 

consumption by a factor of O (N). While ring topologies 

are extremely unlikely to occur in practice, they do help 

us reason about worst-case outcomes. This scenario can 

also be generalized to routing around any network ob-

stacle along a suboptimal path. 

Some recent routing research has moved in the direc-

tion of coordinate- and beacon-based routing, such as 

GPSR and BVR  [21,  37], which use physical coordinates 

or beacon distances for routing, respectively. In GPSR, a 

packet may encounter a dead end, which is a localized 

space of minimal physical distance to the target, but 

without the target actually being reachable (e.g. the tar-

get is separated by a wall or obstruction). The packet 

must then be diverted (in GPSR, it follows the contour of 

the barrier that prevents it from reaching the target) un-

til a path to the target is available. In BVR, packets are 

routed toward the beacon closest to the target node, and 

then move away from the beacon to reach the target. 

Each node makes independent forwarding decisions, 

and thus a Vampire is limited in the distance it can di-

vert the packet. These protocols also fall victim to direc-

tional antenna attacks in the same way as link-state and 

distance-vector protocols above, leading to energy usage 

increase factor of O(d) per message, where d is the net-

work diameter.  
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4. ATTACKS ON STATELESS PROTOCOLS 
  

 As expected, the carousel attack causes excessive 

energy usage for a few nodes, since only nodes along a 

shorter path are affected. In contrast, the stretch attack 

shows more uniform energy consumption for all nodes 

in the network, since it lengthens the route, causing 

more nodes to process the packet. While both attacks 

significantly network-wide energy usage, individual 

nodes are also noticeably affected, with some losing al-

most 10% of their total energy reserve per message. Fig-

ure  3(a) diagrams the energy usage when node 0 sends 

a single packet to node 19 in an example network topol-

ogy with only honest nodes. Black arrows denote the 

path of the packet.  
Carousel attack: In this attack, an adversary 

sends a packet with a route composed as a series of 

loops, such that the same node appears in the route 

many times. This strategy can be used to increase the 

route length beyond the number of nodes in the net-

work, only limited by the number of allowed entries in 

the source route. 2 An example of this type of route is in 

Figure  1(a). In Figure  3(b), malicious node 0 carries out 

a carousel attack, sending a single message to node 19 

(which does not have to be malicious). Note the drastic 

increase in energy usage along the original path. 3 As-

suming the adversary limits the transmission rate to 

avoid saturating the network, the theoretical limit of this 

attack is an energy usage increase factor of O (λ), where 

λ is the maximum route length.   
Stretch attack: Another attack in the same vein is 

the stretch attack, where a malicious node constructs 

artificially long source routes, causing packets to tra-

verse a larger than optimal number of nodes. An honest 

source would select the route Source → F → E → Sink, af-

fecting four nodes including itself, but the malicious 

node selects a longer route, affecting all nodes in the 

network. These routes cause nodes that do not lie along 

the honest route to consume energy by forwarding 

packets they would not receive in honest scenarios. An 

example of this type of route is in Figure  1(b). The out-

come becomes clearer when we examine Figure  3(c) and 

compare to the carousel attack. While the latter uses 

energy at the nodes who were already in the honest 

path, the former extends the consumed energy “equiva-

lence lines” to a wider Effects of a single-node stretch 

attacker on a network of 30 nodes after removal of 

source route length limits. Maliciousness is measured in 

terms of the induced stretch of the optimal route, in 

number of hops section of the network. Energy usage is 

less localized around the original path, but more total 

energy is consumed.   
The true significance of the attack becomes evident in 

Figure  4(a), which shows network-wide energy con-

sumption in the presence of a single randomly-selected 

Vampire in terms of the “maliciousness” of the adver-

sary, or the induced stretch of the optimal route in num-

ber of hops. (Increasing maliciousness beyond 9 has no 

effect due to the diameter of our test topology.) Network 

links become saturated at 10,000 messages per second 

(even without the stretch attack), but the adversary can 

achieve the same effects by sending an order of magni-

tude fewer messages at a stretch attack maliciousness 

level of 8 or greater. This reduces cumulative network 

energy by 3%, or almost the entire lifetime of a single 

node.  
 
 

Mitigation methods 
 

The carousel attack can be prevented entirely by hav-

ing forwarding nodes check source routes for loops. 

While this adds extra forwarding logic and thus more 

overhead, we can expect the gain to be worthwhile in 

malicious environments. The ns-2 DSR protocol does 

implement loop detection, but confusingly does not use 

it to check routes in forwarded packets. 5 When a loop is 

detected, the source route could be corrected and the 

packet sent on, but one of the attractive features of 

source routing is that the route can itself be signed by 

the source  [29]. Therefore, it is better to simply drop the 

packet, especially considering that the sending node is 

likely malicious (honest nodes should not introduce 

loops). An alternate solution is to alter how intermediate 

nodes process the source route. To forward a message, a 

node must determine the next hop by locating itself in 

the source route. If a node searches for itself from the 

destination backward instead from the source forward, 

any loop that includes the current node will be automat-
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ically truncated (the last instance of the local node will 

be found in the source route rather than the first). No 

extra processing is required for this defense, since a 

node must perform this check anyway — we only alter 

the way the check is done.  
 
5 .PROVABLE SECURITIES AGAINST 
VAMPIRE ATTACKS 
 

 First we introduce the no-backtracking property, sa-

tisfied for a given packet if and only if it consistently 

makes progress toward its destination in the logical 

network address space. More formally: 
 

Definition 1: No-backtracking is satisfied if every 

packet p traverses the same number of hops whether or 

not an adversary is present in the network. (Maliciously-

induced route stretch is bounded to a factor of 1.) 

No-backtracking implies Vampire resistance. It is not 

immediately obvious why no-backtracking prevents 

Vampire attacks in the forwarding phase. Recall the rea-

son for the success of the stretch attack: intermediate 

nodes in a source route cannot check whether the 

source-defined route is optimal, or even that it makes 

progress toward the destination. When nodes make in-

dependent routing decisions such as in link-state, dis-

tance-vector, coordinate-based, or beacon-based proto-

cols, packets cannot contain maliciously composed 

routes. This already means the adversary cannot per-

form carousel or stretch attacks — no node may unilate-

rally specify a suboptimal path through the network. 

However, a sufficiently clever adversary may still influ-

ence packet progress. 

To preserve no-backtracking, we add a verifiable path 

history to every PLGP packet, similar to route authenti-

cations in Ariadne  [29] and path-vector signatures in  

[70]. The resulting protocol, PLGP with attestations 

(PLGPa) uses this packet history together with PLGP’s 

tree routing structure so every node can securely verify 

progress, preventing any significant adversarial influ-

ence on the path taken by any packet which traverses at 

least one honest node. Whenever node n forwards pack-

et p, it this by attaching a non-repayable attestation (sig-

nature). These signatures form a chain attached to every 

packet, allowing any node receiving it to validate its 

path. Every forwarding node verifies the attestation 

chain to ensure that the packet has never travelled away 

from its destination in the logical address space. See 

Function secure_forward_packet for the modified proto-

col. 
 
Definition 2: The hop count of packet p, received or 

forwarded by an honest node, is no greater than the 

number of entries in p’s route attestation field, plus 

1.When any node receives a message, it checks that 

every node in the path attestation 1) has a correspond-

ing entry in the signature chain, and 2) is logically closer 

to the destination than the previous hop in the chain (see 

Function secure_forward_packet). This way, forwarding 

nodes can enforce the forward progress of a message, 

preserving no-backtracking. If no attestation is present, 

the node checks to see if the originator of the message is 

a physical neighbor. Since messages are signed with the 

originator’s key, malicious nodes cannot falsely claim to 

be the origin of a message, and therefore do not benefit 

by removing attestations. 

 

6 .CONCLUSIONS 
 

In this paper we defined Vampire attacks, a new class 

of resource consumption attacks that use routing proto-

cols to permanently disable ad-hoc wireless sensor net-

works by depleting nodes’ battery power. These attacks 

do not depend on particular protocols or implementa-

tions, but rather ex-pose vulnerabilities in a number of 

popular protocol classes. We showed a number of proof-

of-concept attacks against representative examples of 

existing routing protocols using a small number of weak 

adversaries, and measured their attack success on a ran-

domly-generated topology of 30 nodes. Simulation re-

sults show that depending on the location of the adver-

sary, network energy expenditure during the forward-

ing phase increases from between 50 to 1,000 percent. 

Theoretical worst-case energy usage can increase by as 

much as a factor of O(N) per adversary per packet, 

where N is the network size. We proposed defenses 

against some of the forwarding-phase attacks and de-

scribed PLGPa, the first sensor network routing protocol 

that provably bounds damage from Vampire attacks by 

verifying that packets consistently make progress to-
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ward their destinations. We have not offered a fully sa-

tisfactory solution for Vampire attacks during the topol-

ogy discovery phase, but suggested some intuition 

about damage limitations possible with further modifi-

cations to PLGPa. Derivation of damage bounds and 

defenses for topology discovery, as well as handling 

mobile networks, is left for future work. 
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