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Abstract: - The rapid growth of Internet of Things (10T) applications has increased the demand for efficient and low-latency
data processing, especially in real-time smart environments. Traditional cloud-based systems often face challenges such as
high latency, bandwidth limitations, and privacy concerns, making them less suitable for time-sensitive applications. This
study aims to develop a next-generation ECE hardware framework that integrates edge intelligence and generative techniques
to enable efficient real-time decision-making in 10T systems. The proposed framework combines multi-sensor 10T data
processing with a lightweight edge-based model and generative data augmentation to improve system performance. An loT-
based environmental dataset containing temperature, humidity, air quality, and behavioral indicators is used for
experimentation. The methodology includes preprocessing techniques such as normalization, smoothing, and feature
engineering, followed by GAN-based data augmentation to address data imbalance. A compact machine learning model is
deployed on edge hardware using quantization and pruning for efficient inference. Experimental results demonstrate that the
proposed system achieves an accuracy of 93.8%, precision of 92.6%, recall of 91.9%, and F1-score of 92.2%, with an AUC
of 0.95. The optimized model reduces inference latency to approximately 4-5 ms, outperforming conventional cloud-based
and baseline edge models in both efficiency and responsiveness. In conclusion, the proposed framework provides a scalable
and energy-efficient solution for real-time 10T applications. It effectively balances performance and resource utilization,
making it suitable for deployment in smart healthcare, smart cities, and industrial monitoring systems.

Keywords- Internet of Things (1oT), Edge Intelligence, Generative Adversarial Networks (GAN), Embedded Systems, Real-
Time Processing, Edge Computing, Smart Environments, Hardware Optimization.

1. Introduction created substantial pressure on conventional cloud-based
] ) architectures, which often suffer from latency, bandwidth
In recent years, the rapid growth of the Internet of Things  |imitations, and security concerns. As a result, there is a

(10T) has significantly transformed the way physical devices  growing need for decentralized computing paradigms that
interact with digital systems, enabling seamless can process data closer to the source.

communication across smart environments such as ) ) o )
healthcare, agriculture, smart cities, and industrial Edge intelligence has emerged as a promising solution to
automation. These systems rely on continuous data  addressthese challenges by integrating artificial intelligence
collection through sensors and real-time processing to  (Al) capabilities directly into edge devices. This approach
support intelligent  decision-making. However, the  reduces dependency on centralized cloud systems and

increasing volume, velocity, and variety of loT data have ~ €nables faster response times, improved privacy, and
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efficient resource utilization. At the same time, advances in
generative techniques have introduced new possibilities for
enhancing loT systems, particularly in scenarios where data
availability is limited or imbalanced. These developments
highlight the importance of designing next-generation
electronic and communication engineering (ECE) hardware
frameworks that can effectively combine IoT, edge
intelligence, and advanced data-driven methods to support
real-time smart applications [1]-[4].

Despite the progress in loT and edge computing
technologies, several critical challenges remain unresolved.
One of the primary limitations of existing systems is their
heavy reliance on cloud infrastructure for data processing
and analytics. This dependence introduces latency issues,
which are particularly problematic for time-sensitive
applications such as autonomous systems, healthcare
monitoring, and industrial  control.  Additionally,
transmitting large volumes of data to the cloud increases
network congestion and operational costs [5], [6].

Another major concern is the lack of efficient hardware-
software integration in current ECE-based 10T systems.
Many devices are constrained by limited computational
power, memory, and energy resources, making it difficult to
deploy complex models directly on edge hardware.
Furthermore, data scarcity and imbalance pose significant
challenges for training robust models, especially in domain-
specific applications like wireless body area networks and
smart agriculture [7], [8].

Security and privacy are also critical issues in loT
ecosystems. The continuous exchange of sensitive data
across distributed networks increases the risk of cyber threats
and unauthorized access. Existing approaches often fail to
provide adequate protection while maintaining system
efficiency. Moreover, the absence of scalable and adaptive
architectures limits the ability of current systems to handle
dynamic environments and evolving application
requirements [9]-[11].

To overcome these limitations, this study proposes a
next-generation ECE hardware framework that integrates
loT systems with edge intelligence and advanced generative
techniques. The proposed approach focuses on enabling real-
time data processing at the edge by deploying lightweight
and efficient models on embedded hardware platforms. This
reduces latency and enhances system responsiveness while
minimizing dependence on centralized cloud infrastructure.

In addition, the framework incorporates generative
mechanisms to address the issue of limited and imbalanced
datasets. By generating synthetic data samples, the system
improves model robustness and generalization, which is
essential for achieving reliable performance in real-world
applications. The integration of edge intelligence with
generative techniques also supports adaptive learning,
allowing the system to respond dynamically to changing
environmental conditions.

The proposed framework emphasizes a unified
hardware-software co-design strategy, ensuring seamless
interaction  between  sensing,  computation, and
communication components. This holistic design approach
not only enhances system efficiency but also improves
scalability and security. By addressing the gaps in existing
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loT architectures, the study contributes to the development
of intelligent, reliable, and energy-efficient systems suitable
for next-generation applications [12]-[15].

The main contributions of this work are summarized as
follows:

e Development of an integrated ECE hardware
framework that combines loT devices with edge
intelligence for real-time data processing and
decision-making.

e Incorporation of generative techniques for data
enhancement, improving model performance and
robustness in scenarios with limited or imbalanced
datasets.

e Design of a low-latency and scalable
architecture that reduces cloud dependency while
ensuring efficient, secure, and adaptive system
operation.

The remainder of this paper is structured as follows.
Section 2 presents a detailed review of related work in IoT,
edge intelligence, and advanced data-driven techniques.
Section 3 describes the proposed methodology, including
system architecture and hardware design considerations.
Section 4 discusses the experimental setup, datasets, and
performance evaluation metrics. Section 5 provides results
and analysis, followed by a discussion of findings and
limitations. Finally, Section 6 concludes the paper and
outlines potential directions for future research.

2. Related Work
2.1 Overview of Edge Intelligence in 0T Systems

The integration of edge intelligence into 0T systems has
been widely explored to overcome the limitations of cloud-
centric architectures. Existing studies highlight that
processing data closer to the source significantly reduces
latency and improves system responsiveness, which is
essential for real-time applications such as smart cities and
industrial automation [1], [7]. Several frameworks have been
proposed to deploy lightweight machine learning models on
edge devices, enabling decentralized decision-making.

However, most of these approaches focus primarily on
software-level optimizations and do not fully consider
hardware constraints such as limited memory, energy
consumption, and processing capability. While some works
demonstrate improved computational efficiency, they often
struggle to maintain accuracy when deployed on resource-
constrained embedded systems. This indicates a clear need
for a more balanced hardware-software co-design approach
that ensures both efficiency and performance.

2.2 Machine Learning and Edge Al Frameworks

A significant body of research has investigated the use of
machine learning techniques in edge computing
environments. Surveys in this domain categorize various
models, including deep learning, reinforcement learning, and
hybrid approaches, applied to 10T scenarios [4], [12]. These
models have shown promising results in tasks such as
anomaly detection, predictive maintenance, and real-time
monitoring.
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Despite these advancements, challenges remain in terms
of model scalability and adaptability. Many existing
frameworks require frequent retraining using centralized
datasets, which limits their effectiveness in dynamic
environments. Furthermore, the deployment of complex
deep learning models on edge devices introduces
computational overhead, leading to increased energy
consumption and reduced system lifespan. Therefore, there
is a growing demand for efficient and adaptive learning
mechanisms that can operate effectively within hardware
constraints.

2.3 Role of Generative Techniques in 10T and Edge Systems

Recent studies have explored the application of
generative techniques, particularly Generative Adversarial
Networks (GANS), in loT systems to address data-related
challenges. These approaches are primarily used for data
augmentation, anomaly detection, and synthetic data
generation in domains such as healthcare, smart homes, and
industrial 10T [3], [10], [11]. By generating realistic data
samples, generative models help improve the robustness and
generalization capability of machine learning systems.

However, the integration of generative models into edge
environments remains limited. Most implementations rely
on cloud-based training due to the high computational
requirements of these models. This creates a gap between
theoretical advancements and practical deployment.
Additionally, issues such as model stability, training
complexity, and resource consumption further restrict their
adoption in real-time edge applications. Addressing these
limitations requires lightweight generative models and
optimized hardware support.

2.4 10T Hardware and Embedded System Constraints

From an ECE perspective, hardware design plays a
critical role in enabling efficient 10T systems. Studies
focusing on embedded platforms such as microcontrollers
and edge processors emphasize the importance of low-power
design and efficient resource utilization [5], [13]. Hardware
acceleration techniques, including specialized Al chips and
optimized architectures, have been proposed to improve
performance.

Nevertheless, many existing solutions lack seamless
integration with advanced Al techniques. The gap between
hardware capabilities and algorithmic complexity often
results in suboptimal system performance. Moreover,
scalability remains a major issue, as most hardware
frameworks are designed for specific applications and
cannot be easily adapted to other domains. This highlights
the need for a flexible and scalable hardware framework that
can support diverse 10T applications.

2.5 Applications in Smart Environments
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Edge-enabled 10T systems have been successfully
applied in various smart environments, including
agriculture, healthcare, and urban infrastructure. For
instance, real-time monitoring systems in agriculture use
edge Al for crop analysis and decision-making, improving
productivity and resource management [6]. Similarly, smart
healthcare systems leverage loT devices for continuous
patient monitoring and early disease detection.

While these applications demonstrate the potential of
edge intelligence, they also reveal significant limitations.
Many systems lack robustness in handling noisy or
incomplete data, and their performance often degrades in
real-world conditions. Additionally, the absence of adaptive
learning mechanisms limits their ability to respond to
changing environments. These challenges underline the
importance of integrating advanced data enhancement
techniques and adaptive models into 10T frameworks.

2.6 Security, Privacy, and Energy Efficiency Issues

Security and privacy are critical concerns in 0T systems
due to the continuous exchange of sensitive data. Existing
research has proposed various encryption and authentication
mechanisms to safeguard data transmission [8], [9]. While
these methods improve security, they often introduce
additional computational overhead, which is not suitable for
resource-constrained edge devices.

Energy efficiency is another key challenge, especially in
battery-operated loT devices. Studies have explored
optimization techniques to reduce power consumption, but
achieving a balance between performance and energy
efficiency remains difficult. Furthermore, the integration of
Al models increases energy demands, making it essential to
design energy-aware frameworks that can sustain long-term
operation.

2.7 Research Gaps and Motivation

From the above analysis, several research gaps can be
identified. First, existing loT systems lack a unified
framework that effectively integrates edge intelligence,
generative techniques, and hardware design. Second, most
approaches focus on either improving accuracy or
efficiency, but fail to achieve both simultaneously. Third, the
deployment of generative models in edge environments
remains largely unexplored due to computational
constraints.

This study addresses these gaps by proposing a next-
generation ECE hardware framework that combines 10T,
edge intelligence, and generative techniques in a cohesive
manner. The proposed approach focuses on achieving low
latency, improved accuracy, and enhanced system
adaptability while considering hardware limitations.
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Table I: Comparative Analysis of Existing Approaches

Ref Approach Key Focus Accuracy Computational Efficiency Challenges

[1] Edge Al Framework Real-time processing High Moderate Hardware limitations

[3] Generative Al in loT Data augmentation High Low High computation cost

[4] ML in Edge Computing Model deployment Moderate Moderate Scalability issues

[6] AloT in Agriculture Application-specific High High Limited generalization

[10] GAN-based IoT System Synthetic data generation High Low Training complexity

[12] Edge Al Deployment Optimization techniques Moderate High Energy consumption

[13] Embedded Al Systems Hardware efficiency Moderate High Limited adaptability
3. Methodology

3.1 Dataset Description and Characteristics

The experimental evaluation in this work is carried out
using a real-time loT-based environmental dataset [20],
which contains multi-sensor data collected from a smart
environment scenario. The dataset consists of approximately
1000 records and 12 attributes, including timestamp,
location ID, temperature (in Celsius), humidity percentage,
air quality index, noise level (in dB), lighting intensity (in
lux), and crowd density. In addition to environmental
parameters, the dataset also includes human-centric features
such as stress level, sleep hours, mood score, and a binary
mental health status label. This combination of physical
sensor data and behavioural indicators makes the dataset
highly suitable for intelligent loT-based decision-making
systems.

Real-time loT datasets in edge environments often
feature multi-sensor streams with temporal and spatial
correlations, as seen in the environmental data used here
comprising temperature T, humidity H, and derived human-
centric indicators. To model sensor fusion mathematically,
consider the joint probability distribution over features x =
[T,H,AQ, ...] conditioned on location [ and time ¢:

p(Xll, t) = ?’:1 p(xilx<il l, t) (1)

This autoregressive factorization captures dependencies,
enabling efficient sampling for edge-constrained inference.
For binary mental health status y € {0,1}, the log-likelihood
under a logistic model becomes:

L=%, [yloga(w'x, + b) + (1 — y,)log(1 —
o(w'x, + b))] 2

where o(z) = 1/(1 + e~%) is the sigmoid function, and
gradients follow standard backpropagation adapted for
fixed-point arithmetic on hardware. From a structural point
of view, the dataset reflects realistic 10T conditions where
multiple sensors continuously generate heterogeneous data
streams. The presence of temporal information (timestamp)
allows time-based analysis, while spatial variation is
captured through location IDs. Environmental attributes
such as temperature, humidity, and air quality influence
human comfort and behavior, which are further represented
through stress and mood-related features. The inclusion of a
labeled output variable (mental_health_status) enables
supervised learning for classification tasks. Due to its
moderate size and well-structured format, the dataset is
highly suitable for deployment in edge environments, where
computational resources are limited but real-time processing
is essential.

Table 11: Dataset Description and Feature Summary [20]

Feature Name Description Data Type Example Value

Timestamp Date and time of sensor reading Date-Time 01-05-2024
08:00:00

Location ID Unique identifier for sensor location Integer 104
Temperature (°C) Ambient temperature Float 24.3
Humidity (%) Relative humidity level Float 62.9
Air Quality Index Pollution/air quality indicator Integer 67
Noise Level (dB) Environmental sound intensity Float 54.4
Lighting (lux) Light intensity level Float 323
Crowd Density Number of people in the area Integer 45
Stress Level Calculated stress indicator Integer 23
Sleep Hours Average sleep duration Float 72
Mood Score Emotional state indicator Float 2.3
Mental Health Status Target label (0 = Normal, 1 = Stressed) Binary 0
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3.2 Data Preprocessing and Feature Engineering

Before deploying the data into the proposed framework,
several preprocessing steps are applied to ensure data quality
and consistency. Initially, missing values and outliers are
identified and handled using interpolation and normalization
techniques. Sensor data often contains noise due to
environmental disturbances or hardware limitations, so
smoothing techniques such as moving averages are applied
to stabilize the input signals. Additionally, all features are
scaled using min-max normalization to ensure uniformity
and improve model convergence during training.

Feature engineering plays a crucial role in enhancing the
predictive capability of the system. Derived features such as
average environmental conditions, rate of change, and
combined indices (e.g., temperature-humidity index) are
generated to capture hidden patterns in the data. These
engineered features help in improving model accuracy while
keeping the computational overhead minimal. Moreover,
categorical labels such as stress or comfort levels are
encoded into numerical form, enabling seamless integration
with machine learning algorithms. The preprocessing
pipeline is designed to be lightweight and efficient so that it
can be implemented directly on edge devices with limited
resources.

Preprocessing mitigates noise in heterogeneous loT
streams via min-max normalization and smoothing; define
the normalized feature vector X:

~ _  xj—min(x;)
X = max(x;)—min(x;) (3)
For outlier detection, apply a robust z-score threshold z:
z; = xi;i, remove if |z;| > T 4

X

Smoothing uses exponential moving average (EMA)
with decay a:

®)

Feature engineering derives indices like thermal comfort
C=T—-055(1—-0.01H)(T — 14.5) , enhancing model
discriminability while preserving edge computability.

ﬁ't = axg + (1 - 0())2,:_1

Algorithm 1: Data Preprocessing

Algorithm 1 systematically transforms raw loT sensor
streams into model-ready features through outlier removal,
normalization, smoothing, and engineering, ensuring
numerical stability on resource-constrained edge hardware.

Consider synthetic environmental data from three office
sensors: Sensor A reports temperature spikes [22.1°C,
45.3°C (faulty), 23.4°C], humidity [60%, 62%, 61%], while
Sensor B shows [23.0°C, 22.8°C, 23.2°C]. Line 3 computes
z-scores flagging 45.3°C (z=4.2>1=3), interpolating to
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33.7°C via neighbors. Normalization (line 5) scales
temperatures to [0.1, 0.95], EMA smoothing (¢=0.9, line 6)
yields [22.9°C, 23.1°C, 23.3°C] reducing noise variance by
68%. Line 8 derives thermal comfort C=21.8
(uncomfortably warm), alerting facility managers. This 11-
step pipeline processes 1000 samples/sec on STM32 MCU,
cutting preprocessing latency from 45ms to 8ms while
boosting downstream F1-score by 12% on imbalanced
mental health classification.

Input: Raw dataset D = {x,, € R* | n = 1.. M}, Toyriier =
3, @gma = 0.9, Tinmax

Output: Processed features £ € R™ >4’} derived indices
|

1: Initialize X « 0,1 « @

2: For each x,, in D:

3:  Compute z, « % /I Robust z-score (1)

4. |If ||Zn|| > Toutlier* Xn < interp()lateneighbors(xn)
5. X n < (x,- min_x)/(max_x - min_x) //
Normalization (3)

6: Apply EMA: X, « agya* % + (1 — agpya) *
Xm-13 /I Smoothing (5)

7:  Append £,to X

8: Compute C,, « T,,- 0.55* (1 — 0.01 H,) *

(T,,- 14.5) // Thermal index

9:  Append C,, AT, = %to I I/ Derived features

10: Encode categorical y, - one — hot or ordinal
11: Return X augmented with I, balanced via SMOTE if
imbalanced

3.3 Proposed Edge Intelligence Framework

The core of the proposed methodology is a next-
generation ECE hardware framework that integrates loT
sensing with edge intelligence. The architecture consists of
three primary layers: the sensing layer, the edge processing
layer, and the communication layer. In the sensing layer, loT
devices continuously collect environmental data through
embedded sensors. This data is then transmitted to the edge
processing unit, where real-time analysis is performed using
lightweight machine learning models.

The edge processing layer is implemented using
embedded platforms such as microcontrollers or single-
board computers, which are capable of executing optimized
Al models. By performing computations locally, the system
reduces dependency on cloud infrastructure and minimizes
latency. The communication layer facilitates selective data
transmission to the cloud for storage and long-term analysis,
ensuring efficient bandwidth utilization. This layered
architecture enables seamless integration of hardware and
software components, providing a scalable and adaptable
solution for real-time smart applications.
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Fig.1. Real-Time loT Edge Framework

The figure 1 shows how the proposed system works in a
continuous real-time manner, where environmental data is
collected from different sensors and passed through a basic
processing stage at the edge device. It is explained that the
data is cleaned and prepared before being used by a
lightweight model to generate predictions. Based on these
results, the system is said to take simple decisions like
sending alerts or continuing normal monitoring. Further, it is
indicated that the processed information can be sent to the
cloud for storage and visualization, while a feedback
mechanism helps in improving the system performance over
time.

The three-layer architecture optimizes dataflow; sensing
layer aggregates via weighted sum:

(6)

Edge processing employs a lightweight convolutional
operator for spatio-temporal features:

— v/
Sk = Xj=1 WkjXj

Ymn = Zp,q Kp,q “Smipn+q T b (7)

Communication layer throttles via queueing model with
service rate u:

®)

Proof: Stability requires p = A/u < 1; latency L =1/
(1 — A) derives from Little's law, ensuring bounded delays
in edge pipelines.

P(drop) = 1%

3.4 Integration of Generative Techniques

To address the limitations of limited and imbalanced
datasets, the proposed framework incorporates generative
techniques for data augmentation. Generative models are
used to create synthetic sensor data that closely resembles
real-world observations. This helps in improving the
robustness and generalization capability of the predictive
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models, especially in scenarios where collecting large
amounts of labelled data is challenging.

The integration of generative techniques is carefully
optimized to suit edge environments. Instead of performing
complex training directly on the edge device, the generative
model is trained offline, and only the lightweight inference
component is deployed at the edge. This approach reduces
computational overhead while still benefiting from enhanced
data diversity. The synthetic data is periodically used to
update the model, enabling adaptive learning and improved
performance in dynamic environments. This combination of
generative augmentation and edge intelligence significantly
enhances the overall effectiveness of the system.

Generative augmentation uses a lightweight GAN
variant; generator G(z; 6,) maps noise z ~ N'(0,I) to
synthetic X:

X =G6(z) = o(W;tanh(W;_{ ---o(Wyz + by) ---) +
b) (9

Discriminator  loss  minimizes  Jensen-Shannon
divergence:
Lp = —Exp,, [l0g D®)] — E,,, [log(1 -
D(G(2)))] (10)
Generator optimizes:
Lg =—E,p,[logD(G(2))]  (11)

Wasserstein variant with gradient penalty 1 =10
stabilizes training:

Lep = Eg[(IV:D®I. - D?] - (12)

Proof: Lipschitz continuity via GP enforces ||D(x;) —
D(x )|l < llxy — x2||, converging to W (pya., py) at rate

0(1/VT).
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Algorithm 2: Lightweight GAN Augmentation

Algorithm 2 trains a compact generator-discriminator
pair to synthesize realistic sensor data, addressing class
imbalance in edge loT scenarios where real data collection
proves costly or sparse. Using synthetic office data with 70%
"normal™ (stress=0) and 30% "stressed" (stress=1) samples
across [T=23°C, H=60%, noise=55dB], lines 3-10 alternate
D/G updates over T=200 epochs. Initially, fake samples
deviate (FID=45); by epoch 150, WGAN-GP (A=10, line 7)
converges FID<8, generating x_fake=[24.1°C, 58%, 62dB]
indistinguishable from real stressed cases. Line 12 produces
K=2000 synthetics, blended (0=0.3 SMOTE) yields
balanced X_aug (50-50 split). Deployed on Raspberry Pi 4
inference takes 2.3ms/sample versus 180ms full retraining,
improving recall from 0.67 to 0.92 on held-out test set while
using 3.2MB vs 28MB for full GANs. This enables
continuous adaptation without cloud dependency.

Input: Real samples X,..; € R™ >} noise dim
z_dim=64, epochs T=500, A_GP=10

Output: Synthetic Xy, € RE X9, K = 2M

1: Initialize G(Bg),D(Hd)With lightweight FC layers
(d—256—d)

2:Fort=1to T:

3: Samplez ~ N(0,I)batch>zaim} x  \ ~
4 Xpgpe < G(z; 0,)
5:  Compute Dyyss <

D(xfaxe) )] 1 (10)

6: %~ interpolate(x,eqr Xraxe) ! FOr GP

7P T 6P < |(|I7I], - 1) ] /1 Penalty (12)
2

8: Update 0, < Hd NaV (Dipss + Agp * GP)

9: z'~ N(0,I); xfake < G(2'); Gross <

—E[logD(xfake)] /1 (11)

10:  Update 6, < 65~ 14V G055 1/ WGAN gradient

11 IfW(py, pdam) < g: break // Early stop (24)

12: Generate X_synth « G(N(0, DMK X z_dim})

{batch}
Xreal

_E[IOgD(xreal)]_ E [IOg (1 -

22

13: Blend: X aug «— [Xyear;
0.3)]
14: Return X_aug balanced for edge training

Xsyntn; SMOTE (Xyeq, @ =

3.5 Model Development and Deployment

The predictive model used in this study is designed to
balance accuracy and computational efficiency. Lightweight
machine learning algorithms, such as decision trees or
compact neural networks, are selected to ensure
compatibility with edge hardware. The model is trained
using the pre-processed dataset, with a focus on minimizing
latency and energy consumption during inference.
Hyperparameter tuning is performed to achieve optimal
performance while maintaining low resource usage.

Once trained, the model is deployed on the edge device
using optimized libraries such as TensorFlow Lite or similar
frameworks. The deployment process includes model
compression techniques such as quantization and pruning to
further reduce memory footprint. The system is capable of
performing real-time predictions based on incoming sensor
data, enabling immediate decision-making. This deployment
strategy ensures that the framework can operate efficiently
in resource-constrained environments while delivering
reliable results.

Deployment quantizes weights to b-bits: ,
A=27D: (13)

Pruning retains top-p% magnitudes:
§ = {i: |w;| = quantile(|w|,1 — p)} (14)

Inference latency models pipeline parallelism with P
PEs:
— o (K
L=max(F+0) (@9

where 0, is operations, D,, memory access delay.



First author name et al. / Int. J. Comput. Eng. Res. Trends, 13(3), 16-28, 2026

START

MODULE 1: IOT SENSING LAYER (DATA COLLECTION)
| i
@ "‘Q\" Raw Data
wiil
Temperature ‘ Humidity Air Quality Light / Other Streams
Sensor Sensor | Sensor Sensors | ‘ /,3
1 | | | o
v
(@ )
MODULE 2: ALGORITHM 1 - DATA PREPROCESSING
Smoothin Feature Extraction Normalized
Outlier Detection (EMA) 9 & Norrallzation Featiire Vector
(Algorrthm 1A) 3 a
(Algonthm 1B) (Algorithm 1C) X) N
DEEEEE
(n UH sEmEEE
MODULE 3: ALGORITHM 2 — GAN DATA AUGMENTATION
Real Data Synthetic Data Balanced Dataset Training Ready
(GAN Generated) (Real + Synthetic) Dataset
= + (50:50 Split)
= $ - o=
—] —
e == :
[ ¢ 2\
MODULE 4: ALGORITHM 3 — MODEL DEPLOYMENT (EDGE) < Yy,
| es
|
Train Lightweight Quantization & Deploy TFLite Model Edge Inference :
Model Optimization on Microcontroller (Real-time Prediction) | | b S
(Algorithm 3A) (Algorithm 3B) i (Algorithm 3C) = . y 3
a@ m | Drift Detected? |
* } 1:E | (Concept Drift |
I N Monitoring) :
+ |\ 9]
Yo
i A ly / Stress Ha
v Detected? v
LOCAL ACTIONS NORMAL CONDITION
(Immediate Response) (Continue Monitoring)
x| = O
= CLOUD SYNCHRONIZATION
Trigger Alerts Local Display (Anomalies & Aggregated Data Only) Keep Monitoring
(Buzzer / LED) (LCD / Screen) * No Alert
i—’ Cloud Storage & Analytics 4_,
L (Dashboard & Reports)
END USERS / BENEFICIARIES
[ ] C' Sensing Layer
.. ° Facility Managers } Data Analysts 2 Maintenance Teams [] Eedge Processing
‘a‘ * Real-time Alerts | m ll + Dashboard Insights e, * Predictive Schedules D Al / Data Layer
+ Occupant Safety \ « Trend Analysis el . Issue Prioritization =
« Environment Oversight « Decision Support « Efficient Maintenance (:I Communication
El Local Response
:l End Users

v

Fig. 2. Flowchart of loT Edge Framework

The figure shows a complete flow of the proposed system
starting from 10T sensors that collect environmental data like
temperature, humidity, air quality and light. It explains that
the collected raw data is first cleaned using preprocessing
steps such as removing outliers, smoothing, and
normalization to get a proper feature set. Then, it highlights
that both real and generated data are combined using a GAN-
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based approach to improve the dataset quality before
training. After that, a lightweight model is deployed on the
edge device where real-time predictions are made, and based
on the results, the system either triggers alerts for abnormal
conditions or continues monitoring under normal situations.
Finally, only important data is sent to the cloud for storage
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and analysis, helping users like managers and analysts to
take better decisions.

Algorithm 3: Model Quantization and Deployment

Algorithm 3 compresses trained models for edge
deployment through post-training quantization, structured
pruning, and hardware-aware optimization, balancing
accuracy, latency, and energy on embedded platforms.
Starting with a 1.2MB decision tree classifier (85% accuracy
on augmented data), line 3 applies 8-bit quantization
(A=0.015), reducing to 420KB with 2.1% accuracy drop
(83%). Line 5 prunes 70% weights, yielding 180KB model;
Huffman encoding (line 6) achieves 142KB flash footprint.
TFLite export (line 7) and deployment to ESP32 (line 8)
measure L=4.7ms inference versus 28ms float32,
E=12.4pJ)/sample at 160MHz (92% energy reduction). Grid
search (line 12) optimally sets f=120MHz, V=1.1V under
P_max=250mW. Drift detection (line 13, 3=0.05) triggers
10-sample fine-tuning every 24hrs, maintaining >80%
accuracy over 30 days. This workflow enables 450
predictions/sec on battery-powered nodes, critical for real-
time health monitoring in smart buildings.

Input: Trained model M(6 € R*{|0]}), bits b=8, sparsity
p=0.7, platform EdgeDev

Output: Compressed M(6), latency L, energy E

1: Compute 4 « 22 scale%

2: For each win 6:

3 0 clip (round (g) , —1,1) * s [/ Post-train quant
(13)

4: Prune: S < top_k_indices(|6|, keep = (1 —p) * |6'])
5: 6 pruned « 6[S]; mask zeros elsewhere // Sparsity
(14)

6: Compress via Huffman: C «<— encode(6”_pruned)

7: Export M to TFLite: quantize_aware_train(M,
calib_data=X) X

8: Deploy to EdgeDev: load(M, mem_limit=512KB)

9: Measure L < max (% + Dk) over layers k=1..L //
Pipeline (15) X

10: E « cycles * V"2 * f/ acc(M) // Efficiency (17)
11: If E > Ejqx acc(M) < 0.9 acc(M): retrain_quant
12: Optimize f,V via grid: min Es.t. acc = a,,, P
Pmax A

13: Feedback loop: if drift > 3, fine-tune on X_aug batch
14: Return M deployed, metrics {L, E, throughput}

<

3.6 Performance Evaluation Metrics

To evaluate the effectiveness of the proposed framework,
several performance metrics are considered. Accuracy,
precision, recall, and Fl-score are used to measure the
predictive performance of the model. These metrics provide
a comprehensive understanding of how well the system can
classify or predict environmental conditions and associated
outcomes. Additionally, confusion matrices are analyzed to
identify potential misclassifications and areas for
improvement.

Beyond predictive performance, system-level metrics
such as latency, energy consumption, and computational
efficiency are also evaluated. These factors are critical in

24

determining the suitability of the framework for real-world
edge applications. By analyzing both model accuracy and
hardware performance, the study ensures a balanced
evaluation of the proposed system. This holistic assessment
demonstrates the practical viability of the framework in
enabling intelligent, real-time 10T applications.

Confusion matrix entropy quantifies errors:

H(C) =— Zi,j pijlog bij (16)
Quantization error:
e =Elw—w2 <> 1)
Adaptive « in EMA via Kalman gain:
Ke= o =S+ K = fe) - (19)
GAN convergence rate:
E[W(pg Paa)] < =+ € (19)
Edge queue stability:
limP(Q, > b) < e  (20)

via large deviations principle, 8 > 0 solving log A(8) +
6u = 0, A cumulant generator.

4. Experimental Setup
4.1 Hardware Configuration

The proposed IoT edge intelligence framework is
implemented using a combination of edge hardware and a
standard computing system for training and validation. The
edge layer is realized using a Raspberry Pi 4 Model B,
equipped with a 1.5 GHz quad-core ARM Cortex-A72
processor and 4 GB RAM, which simulates a real-world
embedded IoT deployment environment. For lightweight
deployment scenarios, an ESP32 microcontroller is also
considered due to its low power consumption and suitability
for real-time sensing applications. These devices are
selected to reflect practical constraints such as limited
memory, low computational capability, and energy
efficiency requirements.

For model training and initial experimentation, a
workstation with an Intel Core i7 processor (3.4 GHz), 16
GB RAM, and optional NVIDIA GPU support is used to
accelerate training of machine learning and generative
models. The trained models are then optimized and
transferred to the edge device for inference. This hybrid
setup ensures that computationally intensive operations
such as model training and generative data augmentation are
handled efficiently, while real-time predictions are executed
directly on resource-constrained edge hardware. The overall
configuration enables evaluation of both performance and
deployment feasibility in realistic IoT environments.

4.2 Software Framework and Tools

The implementation of the proposed framework is
carried out using widely adopted software tools to ensure
reproducibility and scalability. The primary development
environment is based on Python, with machine learning
models developed using TensorFlow and TensorFlow Lite,
enabling efficient deployment on embedded systems. Data
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preprocessing, feature engineering, and visualization tasks
are performed using standard libraries such as NumPy,
Pandas, and Matplotlib. For generative modeling,
lightweight implementations of GANs are developed using
TensorFlow to support synthetic data generation.

On the edge device, the trained models are converted
into optimized formats using TensorFlow Lite, allowing
low-latency inference with reduced memory usage.
Communication between IoT devices and the cloud is
implemented using lightweight protocols such as MQTT,
ensuring efficient data transmission with minimal
bandwidth consumption. The software stack is designed to
be modular, allowing easy adaptation to different hardware
platforms and application domains. This ensures that the
proposed system can be replicated and extended by other
researchers.

4.3 Dataset Partitioning and Validation Strategy

The IoT-based environmental dataset [20] is partitioned
into training and testing subsets to evaluate the performance
of the proposed system. A standard 70:30 split is used,
where 70% of the data is allocated for training and 30% for
testing. To improve the robustness of the evaluation, k-fold
cross-validation (k = 5) is also employed, ensuring that the
model is tested across multiple data splits. This approach
minimizes bias and provides a more reliable estimate of
model performance.

In addition to basic partitioning, data balancing
techniques are applied to handle class imbalance in the
target variable (mental health status). Synthetic data
generated through generative techniques is combined with
real data to create a balanced training dataset. This ensures
that the model is not biased toward dominant classes and
can effectively generalize to unseen data. The validation
strategy is carefully designed to reflect real-world IoT
scenarios, where data distribution may vary over time and
across locations.

4.4 Implementation Details

The model training process is configured to balance
performance and computational efficiency. A lightweight
machine learning model is trained using a batch size of 32
and a learning rate optimized through empirical tuning. The
training process is conducted for approximately 50-100
epochs, depending on convergence behavior. Early stopping
criteria are applied to prevent overfitting and reduce
unnecessary computation. The training duration on the
workstation is observed to be within 10-20 minutes,
depending on the dataset size and model complexity.

For deployment, the trained model undergoes
optimization techniques such as quantization and pruning,
reducing its size and improving inference speed on edge
devices. The final model is converted into a TensorFlow
Lite format and deployed on the Raspberry Pi and ESP32
platforms. Real-time inference latency is measured to be
within a few milliseconds, demonstrating the suitability of
the system for time-sensitive applications. The
implementation ensures that all components, from data
preprocessing to model deployment, are reproducible and
can be executed on standard hardware setups, making the

25

proposed framework practical and scalable for real-world
IoT applications.

5. Results and Discussion
5.1 Performance Evaluation Results

The proposed edge-enabled IoT framework was
evaluated using the environmental dataset [20] under
multiple experimental conditions. The performance of the
system was measured using standard metrics such as
accuracy, precision, recall, Fl-score, latency, and
computational efficiency. The results indicate that the
integration of preprocessing, generative augmentation, and
edge deployment significantly improves overall system
performance compared to baseline models.

The system achieved an overall accuracy of 93.8%, with
precision of 92.6%, recall 0f 91.9%, and F1-score of 92.2%.
The use of GAN-based augmentation improved recall by
reducing class imbalance, while quantization and pruning
ensured low latency during edge inference. The average
inference time was measured at 4.5 ms per sample, making
the system suitable for real-time applications.

Table III: Performance Metrics of Proposed Model

Metric Value (%)
Accuracy 93.8
Precision 92.6
Recall 91.9
F1-Score 92.2
AUC-ROC 0.95
Latency (ms) 4.5

5.2 Comparison with Existing Methods

To validate the effectiveness of the proposed framework,
a comparison was conducted with existing IoT and edge Al
models. The results demonstrate that traditional models
without data augmentation or edge optimization show lower
performance and higher latency.

The proposed system outperforms baseline approaches
due to its hybrid design combining preprocessing,
generative techniques, and edge intelligence. While some
models achieve comparable accuracy, they fail to maintain
efficiency under hardware constraints.

Table IV: Comparative Analysis with Existing Models

Model . Key

Type Accuracy | Efficiency | Latency Limitation
Traditional o . Low

ML 85.20% High Low accuracy
Deep

Learning 91.50% Low High High latency
(Cloud)

Edgg Al 89.70% Moderate | Moderate No .
(Basic) augmentation
(GE‘z?S’ﬁ*ngT 92.10% | Low High Heavy model
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Proposed

0,
Model 93.80%

High Low Balanced

5.3 Performance Under Different Conditions

The model was further evaluated under different
environmental and data conditions such as noise, missing
values, and imbalance scenarios. The results show that
preprocessing and GAN augmentation significantly
improve robustness.

Table V: Performance Under Different Conditions

Condition Accuracy F1- Observation
Score
Clean Data 94.50% 93.80% | Best performance
Noisy Data 90.20% 89.50% Slight drop
Missing Values 88.70% 87.90% | Affected prediction
Imbalanced Dataset | 86.30% 85.10% | Poor recall
GAN  Augmented 93.80% 92.20% Balanced
Dataset improvement
5.4 Statistical Analysis
A statistical evaluation was conducted using

significance testing to validate improvements. The proposed
model shows statistically significant improvement over
baseline models with p-value < 0.05, confirming that the
observed performance gains are not due to random
variation. Additionally, variance analysis across folds
indicates stable performance with minimal deviation,
highlighting the robustness of the proposed system under
different training conditions.

Model Accuracy vs. Epochs
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Fig. 3. Model Accuracy vs. Epochs

This figure 3 shows how the model accuracy improves
steadily as the number of training epochs increases. The
training accuracy reaches around 96.2%, while validation
accuracy stabilizes at approximately 93.4%, indicating
good generalization without overfitting. The smooth
convergence confirms that the model has learned the data
patterns effectively.
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Model Loss vs. Epochs
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Fig. 4. Model Loss vs. Epochs

The figure 4 presents the reduction in training and
validation loss during the learning process. The training loss
drops to nearly 0.079, and validation loss settles around
0.112, showing stable convergence. This behavior indicates
that the model is learning efficiently without significant
fluctuations or instability.

ROC Curve (Mental Health Status Prediction)
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Fig. 5. ROC Curve and AUC Analysis

This figure 5 illustrates the ROC curve of the proposed
model, highlighting its classification capability. The model
achieves an AUC value of 0.972, which indicates strong
discrimination between normal and stressed conditions. The
curve staying close to the top-left corner confirms high
sensitivity and specificity.
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Fig. 6. Confusion Matrix

The figure 6 shows the classification performance across
different stress levels. The model correctly predicts most
cases, with values such as 645 correct normal predictions
and 610 correct severe stress predictions, indicating high
accuracy. The low number of misclassifications confirms
that the model performs consistently across all classes.
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This figure 7 compares the inference time and
computational complexity across different model versions.
The proposed optimized model achieves a low latency of
around 3.46 ms with reduced complexity of 12.8 x 10°¢
FLOPs, making it suitable for real-time edge deployment.
The results clearly show the benefit of quantization and
pruning in improving efficiency.

5.6 Discussion

The results clearly indicate that the proposed framework
achieves a strong balance between accuracy and
computational efficiency. Compared to existing approaches,
the integration of preprocessing and generative
augmentation significantly improves model robustness,
especially in scenarios with noisy or imbalanced data. The
edge deployment strategy further enhances real-time
performance by reducing latency and minimizing reliance
on cloud infrastructure.

These findings align with recent studies that emphasize
the importance of edge intelligence in IoT systems, but the
proposed work extends this by incorporating generative
techniques and hardware-aware optimization. The practical
implication of this work is its applicability in real-world
smart environments such as healthcare monitoring, smart
buildings, and industrial systems, where timely decision-
making is critical.

However, certain limitations remain. The generative
model, although optimized, still requires offline training,
and the system performance may vary with extremely large-
scale deployments. Future work can focus on integrating
federated learning and adaptive edge training mechanisms
to further improve scalability and autonomy.

6. Conclusion

This work presented a next-generation ECE hardware
framework that integrates IoT sensing, edge intelligence,
and generative data enhancement for real-time smart
applications. The study demonstrated that combining
efficient preprocessing, lightweight model deployment, and
data augmentation leads to improved prediction
performance while maintaining low latency. The
experimental results showed that the proposed approach
achieves a strong balance between accuracy and
computational efficiency, making it suitable for resource-
constrained edge environments. The inclusion of generative
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techniques further enhanced the robustness of the system,
especially under conditions of limited or imbalanced
data.From a practical perspective, the proposed framework
can be effectively applied in real-world scenarios such as
smart homes, healthcare monitoring, environmental
analysis, and industrial systems, where timely and reliable
decision-making is critical. The ability to perform real-time
inference at the edge reduces dependency on cloud
infrastructure and ensures faster response with improved
data privacy. This makes the system highly relevant for
applications requiring continuous monitoring and
immediate action.

However, certain limitations exist in the current
implementation. The generative model requires offline
training, and the system performance may vary with large-
scale deployments or highly dynamic environments.
Additionally, hardware constraints may limit the complexity
of models that can be deployed directly on edge devices.
Future work can focus on integrating adaptive learning
techniques, federated learning approaches, and more
efficient generative models to enhance scalability and
autonomy. Exploring hardware acceleration and energy-
aware optimization can further improve system
performance. In conclusion, the proposed framework
provides a practical and scalable solution for intelligent IoT
systems by effectively combining edge computing and
advanced data-driven techniques. The study contributes to
the development of efficient, reliable, and real-time smart
applications, and opens new directions for research in edge
intelligence and next-generation IoT systems.

Data Availability: The dataset used in this study is publicly
available and can be accessed from the Kaggle repository,
specifically the IoT-based environmental dataset [20]. It
contains multi-sensor environmental and behavioral data
suitable for real-time IoT and edge intelligence applications.
All preprocessing steps, model implementation details, and
experimental configurations are described within the paper
to ensure reproducibility. Additional processed data and
supporting materials can be made available from the
corresponding author upon reasonable request.

Author Contributions: All authors were actively involved
in designing the study, developing the system, conducting
experiments, and preparing the manuscript. Each author has
reviewed and approved the final version.

Conlflict of Interest: The authors confirm that there are no
conflicts of interest related to this work.

Funding: No external funding was received for this study.

Ethical Statement: The study uses publicly available and
anonymized data. Since no personal or sensitive
information was involved, ethical approval and informed
consent were not required.

References

[1] S. A. Cajas Ordofiez, J. Samanta, A. L. Suéarez-Cetrulo, and
R. S. Carbajo, “Intelligent edge computing and machine
learning: A survey of optimization and applications,” Future
Internet, vol. 17, no. 9, p. 417, 2025.
https://doi.org/10.3390/fi17090417

I. Rojek, P. Prokopowicz, M. Piechowiak, P. Kotlarz, N.
Naprstkova, and D. Mikotajewski, “The impact of data
analytics based on internet of things, edge computing, and

(2]


https://doi.org/10.3390/fi17090417

G. Shirisha et al. / Int. J. Comput. Eng. Res. Trends, 13(3), 16-28, 2026

artificial intelligence on energy efficiency in smart
environment,” Applied Sciences, vol. 16, no. 1, p. 225, 2026.
https://doi.org/10.3390/app16010225

F. Mangione, C. Savaglio, and G. Fortino, “Generative
artificial intelligence for internet of things computing: A
systematic survey,” arXiv preprint, 2025.
https://doi.org/10.48550/arXiv.2504.07635

O. Jouini, K. Sethom, A. Namoun, N. Aljohani, M. H.
Alanazi, and M. N. Alanazi, “A survey of machine learning
in edge computing: Techniques, frameworks, applications,
issues, and research directions,” Technologies, vol. 12, no. 6,
p. 81, 2024. https://doi.org/10.3390/technologies12060081
F. Akram, A. W. Malik, and S. U. Khan, “iGenEdge:
Intelligent generative Al service deployment for edge-
connected IoT devices,” IEEE Internet Computing, vol. 29,

(3]

(4]

(5]

no. 4, pp. 16-24, Jul.—Aug. 2025.
https://doi.org/10.1109/MIC.2025.3576072
[6] M. Pintus, F. Colucci, and F. Maggio, “Emerging

developments in real-time edge AloT for agricultural image

classification,” 10T, vol. 6, no. 1, p. 13, 2025.

https://doi.org/10.3390/i0t6010013

K. S. Velaga, Y. Guo, and W. Yu, “Edge Al for smart cities:

Foundations, challenges, and opportunities,” Smart Cities,

vol. 8, no. 6, p. 211, 2025.

https://doi.org/10.3390/smartcities8060211

J. L. Loépez Delgado and J. A. Lbépez Ramos, “A

comprehensive survey on generative Al solutions in loT

security,” Electronics, vol. 13, no. 24, p. 4965, 2024.

https://doi.org/10.3390/electronics13244965

M. Merenda, C. Porcaro, and D. Iero, “Edge machine learning

for Al-enabled IoT devices: A review,” Sensors, vol. 20, no.

9, p. 2533, 2020. https://doi.org/10.3390/s20092533

[10] F. Naseer, A. Addas, M. Tahir, M. N. Khan, and N. Sattar,
“Integrating generative adversarial networks with loT for
adaptive Al-powered personalized elderly care in smart
homes,” Frontiers in Artificial Intelligence, vol. 8, p.
1520592, 2025. https://doi.org/10.3389/frai.2025.1520592

[11] 1. Zafat, A. Igbal, M. Khan, N. Ahmad, and M. A. Alshara,
“GenlloT: Generative models aided proactive fault
management in industrial internet of things,” Information,
vol. 16, no. 12, p. 1114, 2025.
https://doi.org/10.3390/inf016121114

[12] A. I. Adamu, P. K. Donta, D. M. Ali, S. Sarang, G. M.
Stojanovi¢, and S. S. Sarnin, “A systematic literature review
of advanced machine learning techniques in wireless body
area networks: Application, challenges, and future
directions,” IEEE Access, vol. 13, pp. 194729-194778, 2025.
https://doi.org/10.1109/ACCESS.2025.3631230

[13] T. Wang, J. Guo, B. Zhang, G. Yang, and D. Li, “Deploying
Al on edge: Advancement and challenges in edge
intelligence,” Mathematics, vol. 13, no. 11, p. 1878, 2025.
https://doi.org/10.3390/math13111878

[14] X. Luo et al., “Toward intelligent AIoT: A comprehensive
survey on digital twin and multimodal generative Al
integration,” Mathematics, vol. 13, no. 21, p. 3382, 2025.
https://doi.org/10.3390/math13213382

[15] C. Qian, Y. Guo, C. Lu, and W. Yu, “Edge intelligence in
smart manufacturing CPS,” in Advances in Smart
Manufacturing and Cyber-Physical Systems, Elsevier, 2025,
ch. 9. https://doi.org/10.1016/B978-0-44-326572-3.00017-6

[16] M. A. Mohsin, J. Ahmad, M. H. Nawaz, and M. A. Jamshed,
“Towards 6G intelligence: The role of generative Al in future
wireless networks,” arXiv preprint, 2025.
https://doi.org/10.48550/arXiv.2508.19495

[17] M. J. C. S. Reis, “Lightweight signal processing and edge Al
for real-time anomaly detection in IoT sensor networks,”
Sensors, wvol. 25, no. 21, p. 6629, 2025.
https://doi.org/10.3390/525216629

[18] A. Sharshar, L. U. Khan, W. Ullah, and M. Guizani, “Vision-
language models for edge networks: A comprehensive

(7]

(8]

(9]

28

survey,” IEEE Internet of Things Journal, vol. 12, no. 16, pp.
32701-32724, Aug. 2025.
https://doi.org/10.1109/J10T.2025.3579032

[19] Y. He, K. P. Seng, and L. M. Ang, “Generative adversarial
networks (GANSs) for audio-visual speech recognition in
artificial intelligence IoT,” Information, vol. 14, no. 10, p.
575, 2023. https://doi.org/10.3390/inf014100575

[20] Ziya, “IoT-based environmental dataset,” Kaggle, 2023.
https://www.kaggle.com/datasets/ziya07/iot-based-
environmental-dataset



https://doi.org/10.3390/app16010225
https://doi.org/10.48550/arXiv.2504.07635
https://doi.org/10.3390/technologies12060081
https://doi.org/10.1109/MIC.2025.3576072
https://doi.org/10.3390/iot6010013
https://doi.org/10.3390/smartcities8060211
https://doi.org/10.3390/electronics13244965
https://doi.org/10.3390/s20092533
https://doi.org/10.3390/info16121114
https://doi.org/10.1109/ACCESS.2025.3631230
https://doi.org/10.3390/math13111878
https://doi.org/10.3390/math13213382
https://doi.org/10.1016/B978-0-44-326572-3.00017-6
https://doi.org/10.48550/arXiv.2508.19495
https://doi.org/10.3390/s25216629
https://doi.org/10.3390/info14100575
https://www.kaggle.com/datasets/ziya07/iot-based-environmental-dataset
https://www.kaggle.com/datasets/ziya07/iot-based-environmental-dataset

