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Abstract: In today's world, security is the most significant concern. We produce tons of data that must be 
unbroken secure. Be it our data or data associated with a transnational company. The data can be protected with 
the usage of authentication and authorization. Authentication and authorization help to verify and validate a user's 
identification. Applications in today's society are swaying towards IoT concepts as this delivers them agility, 
competency, conventionality, and future-proof. However, this winds up into a higher security risk. The projected 
system proposes a multi-factor authentication methodology or, in simple terms, presents a 3-way authentication. 
This constitutes the well-known authentication levels that are the password and OTP but mainly focuses on the 
third step signifying the most protected method of authentication that's the challenge-response pair mechanism. 
The generated challenge is exclusive to each user, and therefore, the gadget. 
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 1. Introduction 

  Today, security matters are surging in all sectors 

such as banks, governmental applications, healthcare 

industry, military organizations, educational institutions, etc. 

Government organizations are establishing standards, 

passing laws, and are demanding organizations and agencies 

to comply with these standards with non-compliance being 

met with wide-ranging outcomes [1]. In wireless networks, 

reliable wireless communication over vulnerable 

communication channels is a huge challenge. Therefore, user 

authentication and secret key distribution have become a 

vital security aid for wireless communication networks [2]. 

  Presently, three globally acknowledged philosophy 

is used for digital identification: what we know (i.e., 

password), what we have (i.e., Tokens and cards) and 

universal identity (i.e., Biometric characteristics) [3]. 

Numerous challenges have occurred, chiefly related to 

connectivity, power consumption, and security. Indeed, 

security is necessary for IoT devices: being an abundance of 

distributed nodes, the surface that is exposed to attacks is 

exceptionally vast and hard to protect [15]. Health is one of 

the various challenges for humanity. Internet of things (IoT) 

is the new criterion where an object is equipped with 

features, senses, and processes. High security against the 

current perils with scarcer computational expenses is an 

essential requirement in remote health care monitoring 

through the WMSN [13]. These objects communicate with 

each other through the internet. Nowadays, the medical field 

is evolving swiftly due to the alterations in the lifestyle of 

the people and their food habits. The primary challenge is to 

provide round-the-clock healthcare assistance to those 

patients who require it via wearable wireless medical devices 

[19].  

  Also, the medical reports & records are a primary 

concern. These records require to be kept protected to guard 

the privacy of the patients. Medical records hold sensitive 

and personal data that should not fall in the hands of an 

unauthorized person. Only sanctioned people should be able 

to view the medical report.  
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  Hospitals have begun using IoT devices. Internet of 

Medical Things has been allowed the use of medical 

machines and applications to gather data and knowledge, 

over a wireless arrangement, with the healthcare IT 

operation. The accelerated development of IoMT, however, 

has meant that the security and privacy of these IoMT-based 

healthcare systems often have experienced insufficient 

attention. The outcomes of poor security in IoMT healthcare 

systems can be, for instance, compromised patients 'privacy 

due to eavesdropping, and delayed detection of life-

threatening episodes due to the disruption of normal 

operations of IoMT devices caused by Denial of Service 

(DoS) attacks [20].  

  With the growing rate of IoT devices, various types 

of attacks have increased. Thus authentication and 

authorization are necessitated when it comes to protecting 

the Internet of Medical Things. Multi-factor authentication is 

a methodology that utilizes a couple of more authentication 

methods, simultaneously including the password method. 

Thus we propose a secured healthcare system that assures to 

efficiently operate and maintain patient health data in an 

effective manner. 

 2. Related Work 

By definition, authentication is the use of one or 

more mechanisms to verify that you are who you claim to be. 

Once the identification of the human or machine is approved, 

access is granted [1]. Password-based authentication is a 

vulnerable solution and is no longer sufficient. The user 

chooses a static password, which is straightforward to guess 

and remember pertinent information, or general for all 

authentication processes. This simplicity makes inadequate 

authentication schemes; as so far, static passwords are known 

as the most uncomplicated target for attackers [3].  

The medical department is developing swiftly and 

consequently is the medical records. These records need to 

be secure to provide privacy to patients. Medical records 

contain sensitive data and should not fall in the hands of 

unauthorized people. But, the progressing technologies such 

as cloud computing and wireless networks make this data 

vulnerable to fall prey to cyber-attacks. To avert a replay 

attack, a CRP should not be used more than once. However, 

this requires a broad set of CRPs to authenticate a device a 

notable number of times before the CRP set is exhausted 

[14]. The Healthcare industry has perpetually been on the 

lead in the adoption and utilization of knowledge and 

intelligence technologies for useful healthcare guidance and 

practice. Hospitals have started using IoT devices. Internet of 

Medical Things (IoMT) has expanded to collect data and 

interact, beyond a wireless arrangement, with the healthcare 

IT operations.  

Amidst the expanding rate of IoT devices, the 

number of attacks has grown. Thus, authentication is a must 

when it comes to protecting these IoMT devices. Our method 

is determined to be an answer to manage the safety of the 

healthcare enterprise. In the prevailing systems, 

authentication is done based upon token, biometrics, OTP, 

etc. Token-based authentication is a defense technique that 

validates the users who strive to log in to a server or another 

reliable system utilizing a token granted by the server. 

Biometric authentication is a security process that relies on 

unique biological characters like iris, fingerprint, voice, 

keystroke, odor, etc., of an individual to verify that he/she is 

someone that they claim to be. OTP is further reliable than a 

static password, particularly a user-created password. OTPs 

may reinstate authentication login data or may be practiced 

in an attachment to it, to append an extra tier of safety. OTP 

tokens frequently present a number that is uncommon to both 

the user and the machine.  The utmost of the authentication 

tools necessitates the usage of Bluetooth and WLAN. They 

are not compatible with changes in the environment.  

There is a drawback that others can impersonate 

these systems (attackers). There might be difficulty in 

identifying the user if his/her appearance changes. Issues 

such as reliability and low-security problems, low 

computation, storage, and communication overhead also 

exist. If the authentication is based on passwords, there is a 

huge possibility that the password can be forgotten. 

Passwords can be easily hacked by either guesswork or using 

any password cracking Algorithm. If the authentication is 

based on biometrics, there is a tendency for biometrics to be 

mimicked. Keeping in mind all these vulnerabilities from the 

existing system, we have proposed an additional level of 

security to overcome these vulnerabilities. 

 3. Methodology 

Our system provides authentication with three levels 

of security. Firstly, the input is taken as a patient parameter 

like pulse rate, ECG, temperature, etc. This parameter is 

transferred as an analog signal to the ADC module, which 

converts it into a digital signal. This process will take place 

within the raspberry pi. The information of the patient 

parameter is saved in the database. Furthermore, we will go 

through the working of the 3-way authentication mechanism. 



Anita Chaudhari et.al, “Secure Authentication Mechanism in IoT based Healthcare System”, International Journal of 

Computer Engineering In Research Trends, 7(5): pp: 13-18, May-2020. 

 

© 2020, IJCERT All Rights Reserved                https://doi.org/10.22362/ijcert/2020/v7/i05/v7i0501                                    15 

 

 

Figure 1. Methodology 

Step I: The user opens the webpage on a browser using a 

mobile phone or a personal computer. He/She logs in to the 

website by entering their credentials. Their credentials are 

verified in the database. When the credentials entered match 

the one in the database, the user is validated by Step I 

authentication. 

Step II: Once the user is approved, by the Step I 

authentication, he/she is taken to the next page for Step II 

authentication. When the user initially registers to the 

website, he/she provides a valid email address. This email 

address is used for the Step II authentication. An OTP will be 

sent to this email address to verify the user. To secure the 

operation, the provided OTP must be arduous to presume, 

reclaim, or pursue by hackers. Thus, it is notably crucial to 

utilize a reliable OTP generating algorithm. 

Step III: Step I and Step II authentication are the primary 

authentication mechanisms that most of the systems employ. 

To strengthen the security and defend the system more 

beneficially, we propose Step III authentication, i.e., the 

Challenge-Response Pair mechanism. To view patient 

details, Step III authentication is executed. A challenge is 

assigned to the user, and the user proffers in response to this 

challenge. The method known to solve this challenge is only 

apprehended to the user because, during registration, he/she 

attained this method. The user is authenticated by verifying 

the key generated by the CRP mechanism. 

 

 
Figure 2. Working of CRP 

Working of CRP Mechanism: When the user needs to view 

the details of the patient, he/ she will be given a challenge. 

The approach to solve this challenge is only known to the 

user. The user has to solve the challenge to be verified by the 

system. Once the user attempts the challenge, he/she is 

permitted to access the details of the patient. 

During user registration, the user keeps a password 

for Step I authentication and a challenge along with a 

response for Step III authentication. This user passwords and 

responses are saved in separate databases. The user 

passwords are encrypted using an inbuilt MD5 algorithm. 

The RC4 Algorithm first encrypts the responses, then by 

MD5 and finally by Salt SHA 512 algorithm - which is 

considered the most secure encryption algorithm. Since the 

passwords and the responses are encrypted and then saved in 

the databases, the system entirely grows even more secure. 

Salt SHA 512 algorithm is complex to decrypt, thus, making 

it one of the most effective and most protected encryption 

algorithms. 

 

Proposed Algorithm: Encryption and Decryption using 

RC4 Algorithm:- 1) Key-Scheduling Algorithm - 

Initialization:  

- Create an Initial Vector P[0] to P[255] 

 - Create a temporary vector ' R ' If len(key) == 256 bytes 

then the key is specified to R vector else the key recurs 

multiple times, needed to fill R 

-For initial permutation of P, Let, d=0 

 for c=0 to 255 do 

 { 

 d = (d + P[c] + R[c] ) mod 256;  

swap( P[c], P[d] );  

}  

So, here we perceive a distinct initial vector P. 

 

2) Pseudo-Random Generation Algorithm – 

 - Once this vector P is initialized, the input key will not be 

utilized.  

- Here, from new initial vector P, for each P[c] swap it with 

P[d]  

Let c, d = 0 while(True)  

c = ( c + 1 ) mod 256;  

d = ( d + P[c] ) mod 256;  
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swap( P[c], P[d] ); 

 r = ( P[c] + P[d] ) mod 256;  

a = P[r] 

 

3) Encrypt and Decrypt using XOR( ) - - Encryption and 

decryption is done using XOR( ). 

 

Explanation: 

Firstly a temporary vector' P' will be created of 

some specific size. For example, P = [1 2 3 4]. When the user 

enters the password, it will be stored in the database as a key. 

Temporary' R' vector will be created of a size equal to the' P' 

vector, and key values will be entered in the' R' vector. Initial 

permutation of S is performed until a new initial vector' P' is 

obtained. The new initial vector' P' will be used as a key. By 

the use of this value, furthermore swapping function will be 

implied. After the swapping function is implemented, we 

will get a new key value. This key value will be encrypted 

using XOR(). It can be decrypted using the same. 

 

 
Figure 3. Encryption Flowchart 

 4. Results and Discussion 

 

Figure 4. Web Portal for Healthcare System 

Figure 4 shows the homepage of our website MedCare. This 

will be the first page the user will see when he/she visit our 

website. From this page, the user will get an impression of 

our website. 

 

 

 
Figure 5. User Registration Form for New Users 

Figure 5 shows the enrolment page of our website. If the user 

is new to the website, he/she has to register. The necessary 

details are to be filled by the user. The user also has to select 

a challenge that will be used for Step III authentication. Once 

the user has successfully registered on the website, he/she 

has to log in. This is Step I authentication consisting of the 

basic level of authentication, i.e., email id and password. 

 

 
Figure 6. OTP generation 

Here the user has to enter their registered email 

address. The OTP will be sent on this particular email 

address only. This is the Step II authentication. The OTP sent 

is unique to the user as well as the system. OTP will be 

received via the email address given by the user. 
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Figure 7. CRP Mechanism 

This is the Step III authentication of our system. 

This is the final step of our authentication process. This level 

of authentication is used to view the patient details. Without 

the CRP mechanism, the user will not be able to view the 

patient details. The user needs to respond to the challenge, 

which was introduced during registration. 

 

 

Figure 8. IoT devises Setup 

The sensor takes the patient's input parameter and 

uploads it to the cloud so the doctor can be notified with the 

patient's details. It also stores the patient's information in the 

database. The readings are displayed continuously as long as 

the patient's finger is on the sensor. All the data recorded and 

stored by the sensor can be accessed through the website by 

patient and doctor after completing the authentication 

process anywhere and anytime.  

 5. Conclusion and Future 

Scope 

We have momentarily agreed that security is 

undoubtedly the essential element in our society. We need to 

make sure that our data is protected in such a way that even if 

an attack takes place, the damage must be minimal. Thus, we 

have successfully analyzed the above literature papers on 

authentication. Our system secures the patient's medical 

information from the outside world. In our system, we 

employ the two most certain forms of authentication, along 

with the third most reliable method that is the CRP 

mechanism. We have been able to protect the patient's details 

with the use of the CRP mechanism. Only when the challenge 

is solved, the verified user is allowed to view the details, thus, 

providing security and privacy to the patient's details. Even 

the database administrator cannot view the data. So there's no 

chance of data breach from the admin side. We can explicitly 

denominate our system the most protected because we are 

encrypting the response thrice before storing it in the 

database. Using one of the strongest hashing algorithms in our 

system makes the system more protected. This system can be 

used in any field. We have decided on the medical department 

because of the evolution of technology in this department. 

Furthermore, many other sensors can be added. This system 

can be made more compatible and can be used on a large 

scale. 
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