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Abstract: Cloud computing provides services to the consumer such as large-scale computation, data 

storage, virtualization, high expansibility, high reliability and low price service. The storage of data in 
cloud is more sensitive to users as it is stored in the third party storage and it is one of the major 
problems identified. Data protection consists of a variety of regulations, protocols, processes and 
techniques, which operate together to secure cloud-based services, networks and data. All these 
protection mechanisms are intended to secure data, secure customer privacy, and promote compliance 
with regulations and set system and user authentication guidelines. Cloud security issues are DDoS 
threats, violations of privacy, lack of privacy and insecure access points. Researchers have performed an 
investigation into many intrusion prevention methods for cloud infrastructure detection of intrusion. Most 
of them address conventional intrusion and anomaly detection strategies and concentrate on best 
practice in cloud protection, such as server & virtualization security, host & middleware security and 
device and data security. This paper focuses on machine learning-based cloud computing solutions, and 
the current study is focused on technology issues. Related open problems are defined as being of 
potential significance. 
 
Keywords: Anomaly detection, Cloud Storage, cloud computing, machine learning techniques, 
Supervised- and Unsupervised-learning. 
 

 

1. Introduction  

 Cloud-based data storage capabilities have 

grown in recent years.    Moreover, due to reliability 

and cost savings, businesses are transferring their data 

to these servers. It's also used by large computing 

capacity in non-traditional industries such as online 

gaming and social media. By 2024, the worldwide 

demand for cloud protection will hit USD 12.64 billion, 

powered by the growing usage of cloud computing for 

data storage and cyber threat advances [1]. It may be a 

device or service that focuses on regulatory regulation, 

governance and data protection. Gartner expects that 

95% of cloud failures would be the responsibility of the 

company. With approximately 70% of all cloud-based 

businesses, cloud protection risks should affect any 

enterprise. Like many other technical technologies, 

cloud computing has offered many opportunities. For 

example, it allowed a vast volume of data and different 

resources to be stored. This initiative has addressed the 

issue of resource limitations and lowered transaction 

costs by exchanging scarce services with different 

users. The cloud offers a modular platform for seamless 

Information control, online access, accessibility and 

cost-effectiveness. Reliability and efficiency of services 

require stable mechanisms against security threats [2]. 

However, as more mission-critical technologies move 

into the cloud, there are growing questions regarding 

data protection and cyber protection. 

Cloud computing has been one of the essential 

subjects of technical analysis of recent years. These 

studies cover the protection of data storage, network 

security, and device security. The NIST describes cloud 

computing as [3] a "platform for flexible resource 

pooling, universal, on-demand access that can be 
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conveniently provided through various forms of service 

provider interaction." 

The cloud computing protocol incorporates Pay as 

You Go (PAYG), where allows users paid for the 

software they are using. The PAYG model gives 

consumers the option to tailor client and end-user 

applications, data, production tools and machine 

resources. These advantages are the reason why the 

science community has invested a lot of work into the 

cutting-edge concept [4]. 

There are many facets of cloud computing, 

including the paradigm for cloud architecture that offers 

a specific form of cloud infrastructure that is defined by 

its complexity, ownership and usability. Cloud storage 

is essentially allowed by exchanging services between 

individual computers or local servers. The purpose and 

essence of the cloud are related to the architecture 

model. The implementation model consists of three 

types: public cloud, private cloud and hybrid [5]. 

Networks have a growing influence on everyday 

lives with the reasons mentioned above, making data 

security a significant area of study. In specific, cyber-

security strategies include anti-virus applications, 

firewalls and IDSs. These strategies avoid internal and 

external threats by networks. An IDS is a type of 

identification system that plays a crucial role in 

protecting cybersecurity by tracking the states of a 

network's software and hardware. 

There have been several mature IDS products. Many 

ISDs, however, also suffer from high false alarm rates, 

which produce several alarms for low non-dangerous 

conditions that increase the safety analysts' workload 

and can cause severe hazardous attacks to be missed. 

Many researchers have, therefore based their efforts on 

improving IDSs with better detection rates and lower 

fake alarm rates. Another problem with current IDSs is 

that unexplained threats cannot be identified. As 

network dynamics are evolving rapidly, attack types 

and new threats are continuously emerging. Therefore, 

IDSs that can detect unknown attacks must be created. 

Researchers have started to concentrate on 

developing IDSs using machine learning approaches to 

resolve the above problems. ML is a kind of artificial 

intelligence technology that can find useful information 

automatically in large datasets [6]. Machine-based IDS 

can reach sufficient detection levels if appropriate 

training data are usable, and machine-based learning 

models are versatile sufficiently to identify attack 

variants and new attacks. Moreover, machine-to-learn 

IDSs are not highly backed by domain information, so 

they are easy to develop and create, and ML techniques 

can achieve excellent performance. 

The goal of this survey is to identify and sum up the 

IDSs presented to date in the field of machine learning, 

to abstract the principal ideas of applying machine 

learning to security issues and to examine existing 

problems and possible innovations. We have chosen 

representative papers for this study, published between 

2015 and 2019, which demonstrate current 

development. Several previous surveys[7–9] listed 

research activities with their algorithms for advanced 

machine learning. These surveys are explicitly designed 

to implement new machine learning algorithms for 

IDSs, which can allow computer researchers to 

understand. This type of taxonomic scheme, however, 

stresses real technical application rather than computer 

security concerns. Thus, these experiments do not deal 

explicitly with how IDS domain issues can be addressed 

using machine learning. We suggest a new data-centred 

IDS taxonomy in this study to resolve this issue and 

present the relevant studies after this taxonomy. 

This paper discusses the shortcomings of previous 

surveys and outlines the IDS identification process and 

presents a detailed overview of threat models, threats, 

and IDS approaches in a cloud environment. Our main 

paper contributions can be summarized as follows. 

 

• Discuss definitions and problems in cloud defense 

• Clarify Cloud IDS Classification System 

Taxonomy 

• Comprehensive IDS Basic Machine Learning 

Algorithms Investigation 

• Machine Learning-based study on IDSs and their 

problems. 

 

The rest of the paper is organized as follows Section 

2 gives Cloud Security Categories and Issues, Section 3 

Evaluation of Cloud-Based IDS, Section 4 describes 

Common Machine Learning Algorithms in IDS, and 

Section 5 explores the Research on Machine Learning-

Based IDS, Section 6 presents Cloud Security 

challenges and Section 7 concludes the survey paper. 

 

2. Cloud Security Categories 

and Issues  

The stability of all data layers in public and private 

databases is protected by cloud encryption. Except for 

the application layer, protection for cloud applications 

includes Infrastructure as a Service (IaaS ), Platform as 

a Service (PaaS ), and Software as a Service ( SaaS) and 

Cloud device security and makes sure the application 

layer as seen in Figure 1. 
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Figure 1. Cloud Security 

 

This paper offers a crucial part of this analysis by 

analyzing emerging cloud protection problems and 

cutting-edge technology strategies. The paper defines in 

(Table 2) 28 security problems and categorizes into five 

sections (Table 1). The latest security strategies and 

state-of-the-art countermeasures are often related. 

2.1 Categories and Issues 

We classify cloud computing security related issues into 

the following five categories, which are also 

summarized in Table 1. A similar approach to classify 

the issues is found in [10], but it is limited to a small set 

of cloud security concerns and only partially covers 

four categories. 

Category 1:  Class Security Requirements deals 

with regulatory and regulating bodies that specify cloud 

protection policies to protect a cloud operating 

environment. It contains service level agreements, 

evaluations and other customers, service suppliers and 

other stakeholder’s agreements. 

Category 2:  The Network category refers to the 

mechanism used for users to connect to the cloud 

networks to execute the necessary calculations. It 

involves plugins, network links and login knowledge 

sharing. 

Category 3: The Access Control category is a user-

oriented area that involves problems of recognition, 

authorization and authorization. 

Category 4:  The term Cloud Computing covers 

security problems in SaaS, PaaS and IaaS and is 

relevant in particular to the virtualization environment. 

Category 5:  The privacy division includes 

questions of data security and secrecy. 

Table 1 Cloud Security Categories. 

Category 
No 

Category Description 

 
 

Describes the standards for taking precautionary steps to 

deter attacks in cloud computing. It controls cloud storage 

policies for protection without impacting security and 

performance. 

  

This includes network attacks, such as Link Failure, Service 

Denial (DoS), DDoS, flood attack, web protocol vulnerabilities, 

etc. 

  
Covers security and monitoring of entry. It defines problems 

that concern user identity and data storage protection. 

 
 

Covers cloud infrastructure-specific threats Such as 

tampered binaries and privileged insiders (IaaS, PaaS, and 

SaaS).  

  
Covers security concerns related to data including data 

transfer, completeness, encryption and data protection. 
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Figure 2. Cloud components that are inclined to security threats 

 

Figure 2. Shows the elements of the cloud that can 

pose security concerns. -- aspect is vulnerable to 

security attacks such as protocols, customers, cloud 

infrastructure and network, which needs avoidance, 

identification, or response techniques for attacks. Table 

2 maps the reported cloud protection problems into the 

relevant previously specified categories (Table 1). 

There is a need to pay particular attention to standard 

safety requirements, including Protected Sockets Layer 

(SSL)/Transport Layer Protection (TLS), XML 

Signature, XML Encryption Syntax and Encoding, and 

Key Management Interoperability Protocols. There are 

no acceptable security requirements in cloud computing 

[11]. While safety requirements are appropriately 

described, many safety concerns remain to be related to 

enforcement risks due to the lack of audit governance 

and appraisal of business quality [11]. Cloud customers 

lack sufficient knowledge of their supplier's protocols, 

processes and activities, especially in the areas of 

identity management and role segregation.  

 

Table 2 Cloud Security Categories with Issues. 

Category Issues 

Security Standards 

(C1) 

 

Network (C2) 

       

Access (C3) 

      



K. Samunnisa et.al, “Cloud Security Solutions through Machine Learning- Approaches: A Survey”, International 

Journal of Computer Engineering In Research Trends, 7(12):pp:14-26, December-2020. 

© 2020, IJCERT All Rights Reserved           https://doi.org/10.22362/ijcert/2020/v7/i12/v7i1203                        18 

Cloud 

Infrastructure (C4) 

     

Data (C5) 

      

 

Auditability is one of the most critical aspects of 

cloud computing reliability, but we do not have an 

audit network for cloud providers [13, 14]. When the 

vendor delivers a service to a third party that does not 

provide apparent features, consumers must be able to 

control the entire operation. Security standards (C1) 

and regulatory bodies are part of Service Level 

Agreements (SLA) and legislative frameworks not 

integrated into cloud computing activities [14, 15] 

respectively. 

Network category (C2) is perceived to be the most 

significant safety threats in clouds since cloud 

computing is more likely than conventional computing 

paradigms to target networks [16]. Furthermore, cloud 

operations are closely related and rely heavily on 

networking. Cloud network security concerns are also 

given more significant focus in this review than other 

security groups. 

Quality of Service (QoS) is an unattended problem 

[15] because many cloud service providers rely only on 

upon fast and low-cost performance [14]. In this job, 

we consider QoS in the domain of any feature or 

operation which affects protection directly or 

indirectly. A small failure in the configuration of one 

or more of the cloud components can have profound 

implications so that multiple providers can exchange 

system configurations [18]. 

There have been significant and essential problems 

in numerous case studies that require data to be 

appropriately stored, shared, secured, managed and 

available in time of need for data redundancy[19], data 

retention and leakage[20], data location[21], data 

replication [18], privacy [21], data protection[22], and 

data availability[22]. 

 

3. Evaluation of Cloud-Based 

Ids 

Several scholars have adapted the standard IDS 

Method to the cloud world The European Union 

Agency for Network and Information Security 

(ENISA) has been working hard to overcome many 

cloud-related security issues. It gives customers 

knowledge that lets them identify, analyze and handle 

risks as they transition to the clouds. It also offers 

consultancy services on SLAs to maximize safety 

benefits. ENISA also conducts joint projects with 

different partners to identify core cloud services and 

evaluate in those situations the consequences of the 

cloud service failure.  

3.1 Intrusion Detection Systems (IDS) 

For IDS, an intruder involves an attempt to access 

information about computer networks or to unlawfully 

or unlawful harm to system operations. 
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Figure 3. IDS System Structure 

 

An IDS [23] is a data safety programme intended 

to identify a wide variety of flaws, from alleged 

compromises by external parties to device exploitation 

and harassment by insiders, as shown in Figure 3. IDS' 

essential functions are to track hosts and networks, 

evaluate computer system behaviours, produce 

warnings and respond to unusual behaviours. As IDSs 

are typically used to close secure network nodes (e.g. 

switches in major network areas), because of their 

control of relevant hosts and networks. 

Two types of IDS classification methods exist an 

approach based on identification and methods based on 

data source. IDSs may be broken into signature-based 

IDS or misuse-based IDS and anomaly-based IDS 

identification among the identification based 

approaches. IDSs can be divided into host-based and 

network-based methods by data-source based methods 

[24]. This study incorporates these two types of IDS 

classification methods by considering the data source 

as the primary concern of classification and the 

identification system as a secondary feature. Figure 4 

demonstrates the current IDS grouping. The study 

focuses on machine learning approaches concerning 

identification techniques. Besides, in Section 4, 

introduce how to apply machine learning in-depth to 

IDS using different types of data. 

Intruder 

Intrusion 

IDS 

Masquerader (Outside) Misfeasor (Inside) 
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Figure 4. IDS Classification System 

 

3.2 Classification by Detection Methods 

Misuse detection is sometimes considered a 

signature-based detection—the underlying principle of 

describing attacks as signatures. The method of 

identification correlates with sample signatures using a 

signature database. The key challenge in developing 

frameworks for misuse identification is creating 

successful signatures. The benefit of abuse detection is 

that it has a low false alarm rate and discusses in-depth 

threat forms and potential reasons; the drawbacks are 

the high missed alert rate, the ability to track 

unexpected threats and the need to hold an extensive 

signature database. 

The advantages of anomaly detection are high 

generalization and the ability to spot unexpected 

threats. However, their limitations are high false alarm 

rates and unable to provide any explanation for an 

abnormality. Table 3 lists the key distinctions between 

abuse detection and anomaly detection. 
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Figure 5. IDS Detection Classifications 

Table 3 Difference between misuse detection and anomaly detection 

 
As seen in Figure 4, misuse identification 

involves pattern-based, specialist framework and 

finite-state machine-based approaches for taxonomy-

based Detection. Anomaly analysis involves 

approaches focused on mathematical simulation, 

machine learning, and time series. 

 

3.3 Classification by Source of Data 

A benefit of host-based IDSs is that they can 

reliably detect intrusions and respond to them since 

they can track substantial object activity (e.g. 

confidential data, programmes, ports). The drawbacks 

are that host-based IDSs use server resources, rely on 

the stability of the host and cannot detect network 

attacks. Usually, a network-based IDS is used on large 

hosts or switches. Many network IDSs are 

independent of the O.S. and can thus be found in 

various operating systems environments. Besides, 

network-based IDSs can detect some types of 

protocols and network attacks. The downside is that 

they only track the traffic that goes through a 

particular network path. Table 4 demonstrates the 

significant variations between host-based IDS and 

network-based IDS.  

 

 

IDS 

Signature Based IDS Anomaly-based IDS 

Deviation 
Pattern Identification 

Db of Attack pattern 

Detect Known Attacks 

Can’t Identify New attacks 
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Table 4 Differences between host-based IDS and network-based IDS 

 

 Host-based IDS Network-based IDS 

Source of data 
Logs of the operating 

system or application programs 

Network traffic 

Deployment 

Every host; Dependent on 

operating systems; Difficult to 

deploy 

Key network nodes; Easy to 

deploy 

Detection efficiency 
Low, must process 

numerous logs 

High, can detect attacks in 

real-time 

Intrusion traceability 

Trace the process of 

intrusion according to system 

call paths 

Trace position and time of 

intrusion according to I.P. 

addresses and timestamps 

Limitation 

Cannot analyze network 

behaviors 

Monitor only the traffic 

passing through a specific network 

segment 

 

 
Figure 6. Security management Architecture 

 

Security Management: The most common 

security method includes scanning the network for 

trends and emerging attacks. Vulnerability 

management: This leaves the network vulnerable to 

zero-day attacks, though. This vulnerability is 

essential as new threats occur every day. The need for 

rigorous safety measures is evident, and the position 

of ML in this regard was thoroughly investigated in 

Figure 6. Current studies have centred on the use of 

ML for misuse detection to study complicated attack 

patterns from historical data and develop basic rules 

for the identification of differences in documented 

attacks. ML detection of anomalies to detect zero-day 

attacks was also discussed. This consists of studying 

standard behaviour patterns and identifying deviations 

from the average.  

 

4.Common Machine Learning 

Algorithms in Ids 

4.1 Machine Learning Models 

Two significant forms of machine learning exist 

supervised and unregulated learning. Learning 

supervised depends on valuable knowledge in 

classified results. Classification is the most common 

task in supervised learning (which is used most 

commonly in IDS); however, manual classification of 

data is costly and time-consuming. The absence of 

adequate classified data thus constitutes the key 

bottleneck for supervised learning. In comparison, 

unattended research derives useful knowledge from 

unlabelled data, making training results much more 

comfortable to access. However, unmonitored 

learning performance is significantly lower than in 
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supervised learning performance. Figure 7 displays the popular machine learning algorithms used in IDSs.  

 

Figure 7. Classification of machine learning algorithms. 

 

Table 5 The advantages and Disadvantages of various ML classification Algorithms 

 

Algo
rithm 

Advantages Disadvantages Improvement 
Measures 

ANN 

 

 

 

SVM  
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KNN 

  

 

Naïve 

Bayes 

  

 

LR 

   

Decision 

tree  
  

K-means  

 

 

 

4.2. Performance Evaluation Metrics (PEM) 

Several criteria are used for evaluating methods of 

machine learning. These metrics are used to choose the 

best models. Multiple metrics are also concurrently 

used in IDS research to accurately quantify the 

identification effect. 

Accuracy is defined as the ratio of samples to total 

samples correctly identified. Accuracy is an effective 

criterion for managing dataset. However, in actual 

network settings, normal samples are far more frequent 

than irregular samples; precision might not be the 

acceptance criterion. 

TP+TN
Accuracy

TP+FP+FN+TN
  

Precision (P) is defined as the relationship between 

true positive samples and forecast positive samples; it 

constitutes confidence in the Detection of attacks. 

TP
P = 

TP+FP
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Recall (R) is defined as the ratio of true positive 

samples to total positive samples, and the detection rate 

is often called. The detection rate represents the ability 

of the model to detect attacks, an essential parameter in 

IDS. 

TP
R = 

TP+FN
 

F-measure (F) is defined as the harmonic average 

of the precision and the recall. 

2 P R
F = 

P+R

   

The false-negative rate (FNR) The FNR is 

defined as the ratio of False Negative Samples to Total 

Positive Samples. The FNR is also regarded as the 

missing warning rate in threat detection. 

FN
FNR = 

TP + FN
 

The false-positive ratio (FPR) is defined as the 

ratio of false-positive to positive samples expected. The 

FPR is also called the false alarm rate in attack 

detection, and it is measured as follows:  

FP
FPR = 

TP + FP
 

Where the T.P. true positives, F.P. are the false 

positives, T.N. is the true negatives, and F.N. is the 

false negatives. An IDS seeks to distinguish attacks; 

thus, samples of attacks are typically considered 

positive and standard samples are typically considered 

negatives. The methods used in attack detection include 

accuracy, recall (or identification rate), FNR (or missing 

alarm rate), and FPR (or incorrect alarm rate). 

4.3 Benchmark Datasets in IDS 

The goal of machine learning is to derive useful 

knowledge from data; thus, machine learning success 

depends on the consistency of the input data. Data 

comprehension is the foundation of the technique for 

machine learning. For IDSs, the data obtained should be 

easy to obtain and show hosts/networks behaviour. 

Packets flow, sessions, and logs are typical data sources 

for IDSs. The design of the data collection is 

complicated and time-consuming. If a benchmark 

dataset is created, many researchers may repeatedly 

reuse it. In addition to simplicity, the use of comparison 

data sets has two other advantages. 

(1) Authoritative comparison data sets make 

experimental findings more compelling. 

(2) Several recent studies have been carried out 

using standard comparison datasets that make it easy to 

compare current findings with previous research. 

(1) DARPA1998 

The DARPA1998 dataset [31] was developed by 

the MIT Lincoln Laboratory and is a commonly used 

benchmark dataset in IDS studies. Five labels are 

available: standard, denial of service (DOS), sample, 

User to Root (U2R) and local remote (R2L). Since raw 

packets cannot be added directly to standard machine 

learning models, this limitation has been solved by the 

KDD99 dataset. 

(2) KDD99 

The KDD99 [32] dataset is the most commonly 

used IDS benchmark. In KDD99, the codes are similar 

to DARPA1998. In KDD99, there are four kinds of 

features, i.e. essential characteristics, application 

attributes, host-based statistics, and time-based 

statistics. Unfortunately, there are several flaws in the 

KDD99 dataset. KDD data is too old for the new 

network environment to reflect.  

(3) NSL-KDD 

The NSL-KDD[38] was introduced to fix the 

limitations of the KDD99 data collection. The NSL-

KDD documents have been carefully chosen based on 

KDD99. Different class records in the NSL-KDD are 

matched, which eliminates the classification bias 

problem. The NSL-KDD has excluded duplicate and 

obsolete documents, which ensures that the number of 

records is only small. The NSL-KDD alleviates, to 

some extent, the issues of data fragmentation and 

redundancy. However, new data is not included in the 

NSL-KDD; thus, samples of minority groups appear to 

lag, and their samples are obsolete. 

(4) ISCX 2012 

Dedicated network monitoring has been tested for 

regular device activity on TCP, SMTP, SSH, IMAP, 

POP3 and FTP protocols in this dataset [52] (Shiravi et 

al., 2012). This dataset is based on realistic, classified 

network traffic involving different possibilities for 

attacks. 

(5) UNSW-NB15 

The University of South Wales has assembled the 

UNSW-NB15 [33] dataset, where researchers set up 

three virtual servers to collect network traffic and 

extracted 49-dimensional features using the Bro 

platform. The dataset incorporates more types of attacks 

than the KDD99 dataset and has more features. 

Although the impact of UNSW-NB15 is currently less 

than that of KDD99, new data sets are required for the 

creation of new machine learning IDS. 

(6) CICIDS 2017 

CICIDS2017's dataset contains all brain and new 

Malware threat information including Brute Force FTP, 

Brute Force SSH, DoS, Heart bleed, Network Assault, 

Invasion, Botnet and DDoS [53]. This dataset is 

categorized according to timestamps, I.P.s, source and 

destination ports, protocols and attacks, respectively.  

 

5. Research on Machine 
Learning-Based IDs 
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Machine learning is a type of data-driven approach, 

where the first step is to understand the data. Therefore 

we use the kind of data source as the key classification 

thread and present many ways of applying machine 

learning to IDS architecture for different kinds of data 

in this section. Related data types represent multiple 

attack behaviours, including host and network 

behaviour. Device logs reflect host habits, and network 

activities reflect network activity. There are several 

types of attacks, each with a particular pattern. 

Therefore, it is essential to choose suitable data sources 

to identify various attacks according to the threat 

characteristics. 

The primary function of a DOS attack, for example, 

is to transmit many packets over a short time; hence 

flow data is ideal for the identification of a DOS attack. 

A secret channel includes data-release operations 

between two separate I.P. addresses that are more 

appropriate for session data detection. 

5.1 Packet-Based Attack Detection 

Packets, which are the basic units of network 

communication, represent each communication’s 

information. Packets consist of binary files, which 

means they are not readable until first scanned. A 

packet consists of a programme header and data. The 

headers are standardized fields that define I.P., ports 

and other protocol-specific fields. The application data 

section requires payload protocols from the application 

layer. 

There are three benefits of using packets as IDS 

data sources: (1) packets contain contact information, so 

U2L and R2L attacks can be easily detected. (2) Packets 

contain I.P.s and timestamps so that attack origins can 

be identified correctly. (3) Packs can be read without 

caching automatically and can thus be tracked in real-

time. However, each packet does not represent the 

complete state of communication or the context of each 

packet, so it is challenging to identify attacks like 

DDOS. Packet-based identification techniques primarily 

provide packet decoding and payload processing 

approaches. 

5.2 Machine learning Centric Secure Cloud Management  

Table 4 Machine learning Centric Secure Cloud Management 

 

Cloud Management Area (CMA) Cloud Management function 
(CMF) 

ML Techniques 

Security 

Signature-based Detection NN,DT,BN,SVM 

Anomaly Detection (Collaborative) NN,DNN,k-

NN,K-means, (Collaborative) DT, 

(Collaborative) BN, SVM 
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Table 4. Describes the Centric Protected Cloud 

Security Machine Learning for two forms of IDS 

classification, i.e. signatures and anomaly-based threat 

identification. Techniques such as N.N., D.T., B.N., 

SVM, N.N., DNN, K-means, (Collaborative) D.T., 

(Collaborative) B.N., and SVM for the identification of 

an abnormality are proposed. 

Table  5 Summary of the machine learning-based 

IDSs Classification Methods. 

 

Authors 
Data 

Source 

Dataset

s 

Classificatio

n Methods 

Machine 

Learning 

Algorithm

s 

Mayhew 

et al. [34] 

Packet Private 

dataset 

Packet 

parsing 

SVM and 

K-means 

Hu et al. 

[35] 

Packet DARPA 

2000 

Packet 

parsing 

Fuzzy C-

means 

Min et al. 

[36] 

Packet ISCX 

2012 

Payload 

analysis 

CNN 

Zeng et 

al. [37] 

Packet ISCX 

2012 

Payload 

analysis 

CNN, 

LSTM, and 
auto-

encoder 

Yu et al. 

[38] 

Packet CTU-

UNB 

Payload 

analysis 

Auto-

encoder 

Rigak et 

al. [39] 

Packet Private 

dataset 

Payload 

analysis 

GAN 

Goeschel 

et al. [40] 

Flow KDD99 Statistic 

feature for 

flow 

SVM, 

decision 

tree, and 

Naïve 
Bayes 

Kuttranon
t et al. 

[41] 

Flow KDD99 Statistic 
feature for 

flow 

KNN 

Peng et al. 

[42] 

Flow KDD99 Statistic 

feature for 

flow 

K-means 

Teng et 

al. [43] 

Flow KDD99 Traffic 

grouping 

SVM 

Ma et al. 

[44] 

Flow KDD99 

and 

NSL-
KDD 

Traffic 

grouping 

DNN 

Ahmim et 
al. [45] 

Sessio
n 

CICIDS 
2017 

Statistic 
feature for 

session 

DT 

Alseiari et 

al. [46] 

Sessio

n 

Private 

dataset 

Statistic 

feature for 

session 

K-means 

Yuan et 

al. [47] 

Sessio

n 

ISCX 

2012 

Sequence 

feature for 

session 

CNN and 

LSTM 

Radford 

et al. [48] 

Sessio

n 

ISCX 

IDS 

Sequence 

feature for 

session 

LSTM 

Wang et 

al. [49] 

Sessio

n 

DARPA 

1998 

and 
ISCX 

2012 

Sequence 

feature for 

session 

CNN 

Meng et 

al. [50] 

Log Private 

dataset 

Rule-based KNN 

McElwee 

et al. [51] 

Log Private 

dataset 

Rule-based DNN 

 

6. Cloud Security Challenges 
The complexities of cloud protection are part of ongoing 

research. Related open concerns as potential ranges are 

identified: 

Security-based Data Classification: A cloud 

storage data centre can contain data from multiple users. 

Classification of data may be achieved to include the 

protection standard depending on the value of data. This 

classification system should discuss multiple issues such 

as frequency of access, frequency of changes and access 

for separate organizations based on a data type. The 

protection level associated with this tagged data feature 

can be added after the data has been identified and 

tagged. The protection standard requires authentication, 

encryption, privacy and storage etc. chosen depending on 

the data form. 

Identity management system:  A secure, trust-

based identity management system is essential for both 

providers and consumers of cloud services. Related 

identity management system problems have been 

reported. The approach to ensure the identification and 

delivery, preservation and control of life cycles is a call 

for a trust-based identity management scheme.  

Safe, cloud infrastructure solution: a stable cloud 

storage system, combined with overall security concerns, 

is a challenge. A stable and trustworthy approach is the 

prerequisite that the cloud computing system has to solve.  

Technology Optimization Uses: Security issues and 

virtualization requirements must also be discussed and 

tackled along with efficient usage of the cloud resources. 

 

7. Conclusion 

In this paper, we investigate emerging cloud 

protection challenges and new security solutions. We 

recognize 28 cloud protection problems such as firewalls, 

malicious insiders, faulty plugins, multi-tenancy 

applications, side channels, insecure browsers, and 

https://www.cloudcodes.com/blog/cloud-security-challenges.html
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usability. We then categorize these concerns into five 

categories of protection, including security requirements, 

network, connectivity, cloud infrastructure and data. 

The data and cloud resources should be secure from 

known / unknown attacks in all cloud components to 

achieve robust cloud protection. More analysis is being 

conducted to address security issues in the cloud world. 

However, there are also many open challenges to be 

addressed to have a stable cloud infrastructure. Security 

considerations relating to cloud networking, network, 

anonymity, and application and web resources are some 

of the conventional challenges at the onset of cloud 

computing. 

Machine learning models play an enormously 

important role and have been an excellent research path. 

Also, we explore the IDS taxonomy, which uses data 

sources as a central thread to present the various 

algorithms used in this field for machine learning. We 

then expand and address IDSs extended to different data 

streams, i.e. logs, packets, flow, and sessions, based on 

these taxonomies. To detect threats, IDSs must then 

choose the right source of data according to the threat 

characteristics. 
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