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Abstract: In Cloud Computing, Storage as

a Service is one of the most required services, but the security of the data
stored in the cloud using these services is the key issue. The outsourced data in the cloud has to be guaranteed with
confidentiality, integrity and access control. In this work, we device a mechanism of cloud data storage based on indirect
mutual trust between the Cloud Service Provider (CSP) and the cloud users through Trusted Third Party Auditor (TTPA).
This work facilitates the user to store their data as blocks and enables them to perform dynamic operations on blocks. The
stored data can be accessed by a group of users authorized by the data owner. The owner has the privilege to grant or
revoke access of the stored data in the cloud. The present system is providing a good security mechanism for stored data
and proper sharing of keys among authorized users, and data owner for the cryptographic mechanism.

Key Terms - Mutual trust, access control, dynamic environment, outsourcing data storage
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1. INTRODUCTION
Cloud computing has received considerable attention
from both academia and industry due to a number of
important advantages including: cost effectiveness, low
management overhead, immediate access to a wide
range of applications, flexibility to scale up and down
information technology (IT) capacity, and mobility
where customers can access information wherever they
are, rather than having to remain at their desks. Cloud
computing is a distributed computational model over a
large pool of shared virtualized computing resources
(e.g., Storage, processing power, memory, applications,
services, and network bandwidth). Cloud service
providers (CSPs) offer different classes of services
(Storageas-a-Service (SaaS), Application-as-a-Service,
and Platformas-a-Service) that allow organizations to
concentrate on their core business and leave the IT
operations to experts. In the current era of digital
world, various organizations produce a large amount
of sensitive data including personal information,
electronic health records, and financial data.

Presently, the amount of responsive data formed by
many organizations is outpacing their storage ability.
The organization of such massive amount of data is
quite exclusive due to the necessities of high storage
space capacity and capable personnel. Storage-as-aService (SaaS) offered by cloud service providers
(CSPs) is a paid capability that enables organizations to
outsource their data to be stored on remote servers.
Thus, SaaS reduces the maintenance cost and mitigates
the burden of large local data storage at the
organization’s end. A data owner pays for a desired
level of security and must get some compensation in
case of any misbehavior committed by the CSP. On the
other hand, the CSP needs a protection from any false
accusation that may be claimed by the owner to get
illegal compensations.
The local management of such huge amount of data is
problematic and costly due to the requirements of
high storage capacity and qualified personnel.
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Therefore, Storage-as-a-Service offered by cloud
service providers (CSPs) emerged as a solution to
mitigate the burden of large local data storage and
reduce the maintenance cost by means of outsourcing
data storage. Through outsourcing data storage
scenario, data owners delegate the storage and
management of their data to a CSP in exchange for
pre-specified fees metered in GB/month. Such
outsourcing of data storage enables owners to store
more data on remote servers than on private
computer systems. Moreover, the CSP often provides
better disaster recovery by replicating the data on
multiple servers across multiple data centers
achieving a higher level of availability. Thus, many
authorized users are allowed to access the remotely
stored data from different geographic locations
making it more convenient for them.
In cloud data storage, a user stores his data through a
CSP into a set of cloud servers, which are running in a
simultaneous, cooperated and distributed manner. For
the application purposes, the user cooperates with the
cloud servers via CSP to access or retrieve his data. In
some cases, the user may need to perform block level
operations on his data. The most general forms of
these operations we are allowing for are block update,
delete, insert and append.
The data owners lose the control over their responsive
data once the latter is outsourced to a remote CSP
which may not be trustworthy. This lack of control
raises new dreadful and challenging tasks related to
data confidentiality and integrity protection in cloud
computing. Customers require that their data remain
secure over the CSP. Also, they need to have a strong
proof that the cloud servers still possess the data and
it is not being tampered with or partially deleted over
time, especially because the internal operation details
of the CSP may not be known to cloud customers.

2 RELATED WORKS
Existing research work can be found in the areas of
integrity verification of outsourced data, data storage
security on untrusted remote servers and access control
of outsourced data.The term cloud had already come
into commercial use in the early 1990s to refer to large
Asynchronous Transfer Mode networks. By 21st

century, he term ‘‘cloud computing’’ had appeared,
although major focus at this time was on Software as a
Service (SaaS). In 1999, sales- force.com was established
by Parker Harris, Marc Benioff. They applied many
technologies of consumer web sites like Google and
Yahoo! to business applications. They also provided
the concept’s like ‘‘On demand’’ and ‘‘SaaS’’ with their
real business and successful customers. Cloud data
storage (Storage as a Service) is an important service of
cloud computing referred as Infrastructure as a Service
(IaaS). Amazon’s Elastic Compute Cloud (EC2) and
Amazon Simple Storage Service(S3) are well known
examples of cloud data storage. On the other side along
with these benefits’ cloud computing faces big
challenge i.e. data storage security problem, which is
an important aspect of Quality of Service (QoS). Once
user puts data on the cloud rather than locally, he has
no control over it i.e. unauthorized users could modify
user’s data or destroy it and even cloud server collude
attacks. Cloud users are mostly worried about the
security and reliability of their data in the cloud.
Amazon’s S3 *1+ is such a good example.
Existing work related to our proposed work can be
found in the areas of integrity verification of remotely
stored data and file encryption schemes in distributed
systems and access control mechanisms over
outsourced data. Ateniese et al. [4] designed a model
based on PDP (Provable Data Possession) protocol
which allows a client to verify the server’s data
possession. In this scheme the client preprocesses the
file and generates meta-data, stores it locally, and then
outsource the file to the server. The server stores the
file and starts respond to challenges issued by the
client. Integrity verification is done through batch
verification of Homomorphic hash functions.

3. OUR SYSTEM AND ASSUMPTIONS

3.1 System components and relations
3.1.1 Data owner
That can be an organization / individual generating
sensitive data to be stored in the cloud and made
available for controlled external use.
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leakage of data towards the TTP must be prevented to
keep the outsourced data private. The TTP and the CSP
are always online, while the owner is intermittently
online. The authorized users are able to access the data
file from the CSP even when the owner is offline.

3.3 Threat model

Fig 1: Cloud computing data storage system model

3.1.2 Cloud service provider (CSP)
Who manages cloud servers and provides paid storage
space on its infrastructure to store the owner’s files and
make them available for authorized users.
3.1.3 Authorized users
A set of owner’s clients who have the right to access the
remote data.
3.1.4 Trusted third party (TTP)
An entity that is trusted by all other system
components, and has capabilities to detect/specify
dishonest parties. The cloud computing storage model
considered in this work consists of four main
components as illustrated in Figure 1. The relations
between different system components are represented
by double-sided arrows, where solid and dashed
arrows represent trust and distrust relations,
respectively. For example, the data owner, the
authorized users, and the CSP trust the TTP. On the
other hand, the data owner and the authorized users
have mutual distrust relations with the CSP. Thus, the
TTP is used to enable indirect mutual trust between
these three components. There is a direct trust
relationship between the data owner and the
authorized users.
3.2 Outsourcing and accessing
For confidentiality, the owner encrypts the data before
sending to cloud servers. To access the data, the
authorized user sends a data-access request to the CSP,
and receives the data file in an encrypted form that can
be decrypted using a secret key generated by the
authorized user. It is assumed that the interaction
between the owner and the authorized users to
authenticate their identities has already been
completed, and it is not considered in this work. The
TTP is an independent entity, and thus has no incentive
to collude with any party. However, any possible

The CSP is untrusted, and thus the confidentiality and
integrity of data in the cloud may be at risk. For
economic incentives and maintaining a reputation, the
CSP may hide data loss, or reclaim storage by
discarding data that have not been or is rarely accessed.
On the other hand, a data owner and authorized users
may collude and falsely accuse the CSP to get a certain
amount of reimbursement. They may dishonestly claim
that data integrity over cloud servers has been violated.

3.4 Security requirements
3.4.1 Confidentiality
Outsourced data must be protected from the TTP, the
CSP, and users that are not granted access.
3.4.2 Integrity
Outsourced data are required to remain intact on cloud
servers. The data owner and authorized users must be
enabled to recognize data corruption over the CSP side.
3.4.3 Access control
Only authorized users are allowed to access the
outsourced data.
3.4.4 CSP’s defense
The CSP must be safeguarded against false accusations
that may be claimed by dishonest owner/users, and
such a malicious behavior is required to be revealed.

4. SECURITY ANALYSIS
4.1 Data confidentiality
The outsourced data are kept secret; the data owner
creates an encrypted version of the data file F. The
encryption of a file is done using a secret key K
generated by owner, where K is accessed only by the
data owner and the authorized users.

4.2 Detection of data integrity violation
Due to pre image and second-pre image resistance
properties of the used cryptographic hash function h
along with the non collusion incentive of the TTP, the
data cannot be corrupted on cloud servers without
being detected.

5. IMPLEMENTATION AND
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EXPERIMENTAL EVALUATION
5.1 Implementation
We have implemented the proposed scheme on top of
Amazon Elastic Compute Cloud (Amazon EC2) and
Amazon Simple Storage Service (Amazon S3) [26]
cloud platforms. Our implementation of the proposed
scheme consists of four modules: OModule (owner
module), CModule (CSP module), UModule (user
module), and TModule (TTP module). OModule,
which runs on the owner side, is a library to be used by
the owner to perform the owner role in the setup and
file preparation phase. Moreover, this library is used by
the owner during the dynamic operations on the
outsourced data. CModule is a library that runs on
Amazon EC2 and is used by the CSP to store, update,
and retrieve data from Amazon S3. UModule is a
library to be run at the authorized users’ side, and
include functionalities that allow users to interact with
the TTP and the CSP to retrieve and access the
outsourced data. TModule is a library used by the TTP
to perform the TTP role in the setup and file
preparation phase. Moreover, the TTP uses this library
during the dynamic operations and to determine the
cheating party in the system.

5.2 Experimental Evaluation
Here we describe the experimental evaluation of the
computation overhead the proposed scheme brings to a
cloud storage system that has been dealing with static
data with only confidentiality requirement.
CSP computation overhead: As a response to the
data access request, the CSP computes two signatures:
σF and σT . Thus, the computation overhead on the
CSP side due to data access is about 6.04 seconds and
can be easily hidden in the transmission time of the
data (1GB file and 2MB table).
Owner computation overhead: To experimentally
evaluate the computation overhead on the owner side
due to the dynamic operations, we have performed 100
different block operations (modify, insert, append,
three times, each time with a different revocation
percentage. In the first time, 5% of 100 dynamic
operations are executed following revocations.

6. CONCLUSIONS
The cloud based storage scheme is proposed that
allows owner to benefit from facilities offered by the

CSP and enables indirect mutual trust between them. It
enables data owners to release their concerns regarding
confidentiality, integrity, access control of the
outsourced data. To resolve disputes that may occur
regarding data integrity, a trusted third party is
invoked to determine the dishonest party (owner/users
or CSP).In this Paper, we have envisaged a cloud-based
storage scheme which supports outsourcing of
dynamic data, where the owner is capable of not only
archiving and accessing the data stored by the CSP, but
also updating and scaling this data on the remote
servers. The proposed scheme enables the authorized
users to ensure that they are receiving the most recent
version of the outsourced data. Moreover, in case of
dispute regarding data integrity/newness, a TTPA is
able to determine the dishonest party. The data owner
enforces access control for the outsourced data by
combining three cryptographic techniques: broadcast
encryption, lazy revocation, and key rotation. The
experimental results show that the proposed scheme is
a robust model in terms of security.
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